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Introduction

SecureAware is an information security intranet. The solution provides information
security to your business and as a security manager, you get efficient tools to manage
information security. Computer users in your organization receive necessary information,
knowledge and build required awareness.
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Complete Solution

SecureAware is a complete solution as we bundle our application together with all
needed systems e.g. web server and database pre-configured. There is no need for any

additional software licenses besides a server with a supported operating system.

Built using Industry Standards

SecureAware is built using widely accepted technology, standards and components such
as

e Java J2EE 1.4 and Java Servlet Engine
e SQL RDBMS Database

e Extensible Markup Language (XML)

e HyperText Markup Language (HTML)

e Macromedia Flash Movies (SWF)

e Adobe Portal Document Format (PDF)

Additional Information

Web

Neupart has a website with further information. It is available in English, Danish and

German. Find it using

http://www.neupart.com/

Email

Email for contacting sales: sales@neupart.com

Email for technical support:  support@neupart.com
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Architecture

System Architecture

Web Application

SecureAware is a pure web application where the data is stored on a
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central server and users access it with a thin web client. SecureAware @

is installed with all required software embedded, like java runtime, a ‘

Client and Administrator

web server with embedded servlet support, and an in-memory

|
database that is started together with the web server used.
Web Presentation
Business Layer
SecureAware consists of multiple layers, each with a specific task. The * Data Access Layer

SecureAware

presentation layer builds the screens, the business logic controls the I
application, the data access layer provides uniform access to the data,
and the database layer stores all data. i

Database

The building database can be exchanged with a dedicated database
server like MySQL, Microsoft SQL server or Oracle, either on the same server or located
on an external server or cluster. Using an external database can normally be achieved by

changing a few lines in the configuration file and providing a JDBC version 3.0 driver.

Open Source Components

The SecureAware application is bundled with several open source components, all with a

strong foundation in the community and very well tested and used.
The database used is HSQLDB, found at http://hsgldb.org/
The servlet server used is Tomcat, found at http://jakarta.apache.org/tomcat/

The data access layer is Hibernate, found at http://www.hibernate.org/

License Issues

All the open source components have licenses that allow SecureAware to be sold as

commercial software, and run by customers without license issues.
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Neupart does not charge for the open source components themselves, but for the

application running within these components.

No changes have been made to the open source components used without giving the

fixes and changes back to the community as required by the licenses.

All open source licenses are included on the distribution media. Please see your media

or the web sites referenced above for reading these.

Component Exchangeability

The use of layers gives the ability to exchange components by modifying configuration
files and exchanging system files.

e Java runtime engine (default version 1.4)

¢ Database server (default HSQLDB)

e Web server with servlet engine (default Apache Tomcat)

Please contact Neupart A/S before modifying the configuration files. Modifying the
SecureAware configuration without explicit authorization by Neupart A/S invalidates

support.

Application Architecture

Front-end

The SecureAware front-end consists of 4 servlets running within the Tomcat servlet
engine. The 4 servlets are Main for dynamic content and management, Report for
generation of PDF, RTF and SAF reports and files, Screen Saver which handles web
service requests from the screen saver clients, and the File that serves all static content

like images, text files and JavaScript.

Static files are served through a servlet coded by Neupart, due to performance reasons

as well as security.

The browser renders the HTML and displays the interface to the user.
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Within the interface there are buttons and links. When the user presses one of these to
e.g. delete a policy, this information is send as a HTML POST form to the servlet engine

and parsed by relevant servlet.

Backend

The backend is running inside the web server, and is based on the Servlet standard and
java objects. The backend checks all requests and based on the URL and session
parameters it selects the correct user, portal, language and page to display. Each page
contains a layout and areas where modules are located. Modules can be navigation
elements like menus and links, or presentation elements like text, images, forms and

editors.

The backend is organized into the portal framework, modules, session handling, cache,

and database access. This division makes it easy to extend and customize.

Localization

The SecureAware data structures are separated 100% from any language specific text.
The data structures contain labels in the form of e.g. /SA/POLICY/NAME, which are then
replaced within the data access layer as the final step before sending the data to the

browser.

The replacement text is taken from the database tables containing the English, Danish,
Swedish, Norwegian and German texts depending on the language selected in the user
interface for the particular users session.

This enables Neupart to add new languages to the system by translating text in a few
database tables, as well as being able to fix textual errors without modifying application
code.

Further the content is divided into application content (labels, text on buttons, help texts

etc.), and content that the user is able to change like names of standards, rules etc.

The content is stored with a version number so SecureAware is able to separate content
generated by different providers like Neupart and the customer. This ensures that content
is not overwritten when the application is upgraded and that all changes can be revoked.
In a future version the end user will be able to access and select a text between the
stored versions in the database.
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System Requirements

Server Hardware

Minimum requirements for the server:
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Free memory for SecureAware at server at least 256MB; 512MB recommended.

Disk space: At least 300MB free; 600MB recommended.

3 GHz Pentium 4 or Xeon CPU or similar is recommended.

The hardware requirements are defined for a single portal system. The SecureAware
server is able to operate multiple portals (completely isolated installations) from the same
code base, but these portals extend the requirements for disk space and available
memory.

For each extra portal you should add:

100MB free memory for SecureAware

50MB free disk space

Please note that the current Java engine is not able to use more than 2GB of memory, so
the standard installed setup has a maximum configuration of approximate 10 extra

SecureAware portals on a single server with 2.5 GB memory.

The build-in database loads all data into memory when the SecureAware is started, and
this can lead to a delay before the first page is shown when the database file grows.

When operating a multi portal server we recommend that you use an external database,
either installed on the same server or on a remote server. If the database is installed on
the same server, a dual processor server will improve performance.

When using an external the memory required for each portal will be 30MB, enabling a
single server to operate more portals.

Server Performance Considerations
The most important performance parameter is available memory, secondary the disk

system, and then the server processors.

Remember to allocate more memory to SecureAware (see relevant section below) to

utilize the memory, if available. This can easily be done with the SecureAware manager.

The entire application and server environment is also threaded, and can therefore utilize
multiple CPUs. Having an SMP server with slow CPUs is better than a single fast CPU.
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For most purposes though the minimum requirements are adequate enough for small
sized installations (a few hundred users), but it all depends on the usage of the system.
10 users hitting the system hard every 2 minutes can make the system perform worse

than 5000 users only using the system once a month.

Every user on the system reserves a minor part of the server’'s memory to hold status
and session information, so the memory usage increases with the number of concurrent
sessions that are in use on the server. If you are using the recommend setting the

system should be able to handle more than 5000 concurrent sessions.

SCSI based disk systems normally performs better than ATA based, and multiple disk
systems controlled by a RAID controller normally performs better than a single disk

system.

When separating parts of the SecureAware application on more than one server, the
network traffic can be a limiting factor. Ensure that the path between the servers are

short and that the needed bandwidth can be ensured.

Server Software

For the standard installation the only requirement is a supported operating system:

Windows XP/2000, Windows Server 2000/2003, or Redhat Linux 7 or higher.

Client Software

For clients the browser requirements are:

e MS Internet Explorer 5.5 or higher
e Firefox 1 or higher

For the animated end user e-learning, a flash player version 4 or higher is required.

Unsupported

The following server software is known to work with SecureAware, but is unsupported

and not guaranteed to work.
Databases

MySql 4.x
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Virtual Machines

IBM JRE 1.4, BEA JRockit 1.4
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Security

Authentication and Security Roles

In SecureAware we use a single database module, where the username and password of [+)

users allowed access are contained in the database. If required the handling of user

authentication can be performed by an external LDAP provider, like Microsoft Active
Directory, or by a front end web server like Microsoft Internet Information Server. Read
more about the security modes and configuration in the separate SecureAware security

document.

Data Consistency

All commands that update the database are contained within transactions. Should any
part of the update fail for unknown reasons, the entire update is rolled back so that the
data structures within the database are protected.

Application Updates

Neupart constantly monitors for security updates in the components used within

SecureAware. Updates to SecureAware include these component updates.

Server Configuration

Files and Directory Layout

The important directories are depicted below

Within the bin directory the startup/shutdown files are located as well as the files needed

for installing/uninstalling SecureAware as a service.

The jre directory contains a Sun JRE for Intel processors on Linux or Windows
(depending on installation). It is possible to run SecureAware on different platforms by
replacing this JRE with one for the target platform, but this is not supported by Neupart.
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The webapps directory contains the actual SecureAware software. The conf directory
contains all Apache Tomcat configurations, the windows/database directory contains the

database files, and the log directory contains all server logs.

The temp and work directory contains temporary data while the server is running.

Open Ports

SecureAware is configured to run as an http server on port 8080. This setting is
configurable within the file “server.xml” in the conf folder. This port is the only port that is
required to be accessible from the outside (seen from the server). Tomcat itself uses port

8005 for the shutdown signaling, but it should be open from the outside.
If a front-end web server is used the redirection is default running on port 8009.

All Tomcat ports are movable by altering the XML configuration files. Changes to Tomcat

configuration are not guaranteed to be preserved when upgrading SecureAware.

Webserver Port Configuration

The Tomcat servlet server acts as web server. It is configured to run off port 8080 as
default, so that SecureAware can operate besides Apache and MS Internet Information
Server on the same physical server. It is possible to configure SecureAware to be

accessible from a different port, e.g. port 80 within the server.xml file.

Memory Configuration

The Java Virtual Machine gets a finite amount of memory allocated to run the application
in. This amount is specified on startup and is not the amount of physical RAM in the
server. It is recommended that the amount of RAM given to the JVM is maximum half the

sizes of the physical RAM.

SecureAware 3 ships with approximately 100 MB allocated for heaps and stacks. For all
production installation this should be changed within the manager right after installation,
to at least 256 MB.

Increasing the amount of memory can increase the performance of SecureAware and is

recommended for machines with large amounts of physical RAM.

10

jdednau Q



SecureAware 3.0

Technical Whitepaper

Changes to the configuration are not guaranteed to be preserved when upgrading
SecureAware.

Accessing SecureAware via Proxy
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When setting up a proxy for accessing SecureAware it is important to not modify the URL

pattern after the hostname and port. The URL pattern is used by SecureAware to identify

what data resources should be fetched and send to the browser.

It is ok to proxy map hostname and ports like g

proxy.external.net:80 -> realserver.internal.net:8080

Be aware that the pages in SecureAware are dynamically generated and that caching is _

handled inside tomcat, so any proxy should be set to allow tomcat to control the caching.

Deploying on other Servlet engines

Deploying SecureAware on other J2EE servers or servlet engines should be possible
with no internal changes in SecureAware, only the deployment scripts for the target
should be added.

The deployment of SecureAware in version 3 is done without packing the application into
an archive, which increases the overall performance of the application. If required by
other engines the application can be placed inside a WAR archive, but special care

should be taken.

SecureAware is installed in the root of the tomcat server, which means that all URL
references in the application is relative to the root /. If the application is packed into a
WAR archive it will normally be deployed into a virtual subfolder called “/sa/” if the name
is “sa.war” — which will not work. The default placement should be overwritten by the

deployment scriptures so the application is deployed in the root.

11
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Configuration Samples

Microsoft SQL Server 7, 2000 or 2005

The SecureAware standard installation contains all files that are required to operate the

application on the Microsoft database, even the JDBC driver.

Database installation

Ensure that the database is installed and working, and if the SecureAware server and the

SQL Server are not located on the same server, do ensure that the connection port

(default 1433) is not blocked by firewalls.

Create a database

Create a new database called
“SecureAware” in your SQL server.
Tables and content will be created
by SecureAware on installation and

upgrades.

On Microsoft SQL server 2005 you
start the SQL server management
studio application, right click the
databases item in the object
explorer tree view, then select the
option “New Database...”

In the new database dialog, enter
“SecureAware” as the database
name, and change the Initial size of
the data file to 10MB which will fit
the initial installation. .

‘__..»:— Microsoft SQL Server Management Studio

File Edit W%ew Tools ‘Window Community  Help

Dnewounry | [y B 5 0SS HE B ERES,

I Object Explorer SSummary
Cornect > & = |9 o Ea & !

= La EMASUS (30U Server 9,0,2047 - BNASUSED Nﬁrg‘

= 3 I
£ Syst Mew Database. .. D Data baSES
LA Dat  arrach... BMNASUS\Databases
lJ R8P Restore Database...
l-J Ru.ep Restare Files and Filegroups. ..
= [ Security Marne
= [ 3 Logil  Refrash [ svstam Databases
AL RS ISEe i - . .
E New Database E]@
niim‘ X soipt ~ [ Help
%2 DOplions
4 Filegraups Database name [Secureanare |

Dwner: |<dEla\.|Il> | E

[] Use fulltext indesing

Databass files:

LogicalMame | File Type  Filegroup Initial Size [MB] | Autogrowth
Secursbware  Data PRIMARY 10 By 1 MB, unresticted groveth
Securedwar..  Log Mot &pplicable 1 By 10 percent, unrestricted grovth
==
Server
BMASUS
Conrnection:
BHASUSABo Norgaard
49 View connection propeities
| Progres:
Ready £ %

Add Remove
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Create a user for SecureAware

For the SecureAware database connection we need a database user account. In this
sample we use a user called “secureaware” with the password “secureaware” (which is

not recommended for production systems). The database user should have database

owner rights during installations and upgrades, but only needs select, update and delete

rights during normal operation.

. Sele F .
In MS SQL 2005 the user is also e sewt - D Hep
& Server Roles
created in the management studio oo e |
AR Status O ‘windows authentication
application. In the security folder © S0L Server authenication
. . . . Password ‘---""n“ |
you right click the login item and [ [enssrnsans |
select to create a new login. AT
[] Enforce passward expiration
In the new login dialog you enter
Cettficate name I |
“secureaware” as the login name.
Conr ]
The new user should then be o Keyrane: \ ]
Default database: 5 e
COI’]figUI’ed to uSe SQL Server gﬁ;“;ﬁgn\go MNorgaard Default language: <defaulty 3
A View connection properies
authentication, which lets you enter -
“secureaware” as password. You Ready
need to disable the password
P
expiration feature or this will require
i i F Login - New g@
regular configuration changes. You Soectars 5 i + I Hob
can set the default database to be o e ——
_:: Securables Map Database User Drefault Schema
the SecureAware database. S St 0 mae
O model
O medb
O RepartServer
Then you map the user to the | Depeerl om0 -
ecuelware seculeawale
SecureAware database, and when temed
mapped you add the role db_owner
which ensures that the login user is
D atabase role membership for: Secursdware
able to create and maintain the 3 gt
ErVEL 1_backupoperator
EMasUS :‘ db_datareader
data model (create and alter table Cornecton ] o datawie
BMASUS\Bo Norgaard % ::,:j:dd":t';reada
nghts) &1 View connection popettiss | |[7] db,denidatawme.
I ]
m % ;:EE:waadmm
Ready

F Login - New
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As we set the login to use the SQL server authentication, we need to ensure that the

database was installed to allow this authentication method.

Be aware that a default installed
Microsoft SQL server only enables
Windows integrated security, so
you have to manually select to
enable the SQL authentication
mode during installation.

In SQL server 2005 you can
change this from within the
management studio application, by
selecting server properties on the

database.

In the Security area you can select
to enable both SQL server and
Windows authentication mode.

58 Scipt = [ Help

Advanced

A
i
2 Dalabase Seltings
e
|2 Pemmissions

Z

Server
BHASLS

Cannection:
EMASUS\Bo Norgaard

4 View connection properies

Ready

Server authentication

il EntCation mode
(3 50L Server and Windows Authentication mods
e ——
Login audiing

) Mone

(®) Failed loging only

O Successtul laging only
) Both failed and successful logins
Server proxy account

[] Enable server prosy accaunt

Options

[] Enable C2 audit tracing

[] Crass database ownership chaining

As the SecureAware application uses a JDBC driver that is based on creating a database

connection using TCP, we need to ensure that the SQL server enables this. In SQL 2005

the connection settings are controlled in the SQL server configuration manager

application, which can be found in the start menu.

A standard installed SQL server
2005 does not enable TCP
connections, only the shared
memory connection method. And
when you enable the TCP
connection you can also configure
which port is used (default 1433).

Remember that after making changes with the SQL server configuration manager, you

%7 SQL Server Configuration Manager

Fler Handing ¥is

Hieelp

& B RE 2

[& 50t Server Configura

Prot
= 2 50l Native Client

SQL Server 2005 Services
= 5, SQL Server 2005 Network Configuration
Pratocols for SQLEXPRESS

= Client Pratocols
5 Aliases

tion Manager (Locall Protocol Mame:

[ status

4 Shared Memory
=TT

T TCPiIP

LWER
Configuration

need to restart the SQL server service to activate your changes.

Enabled

Enabled
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SecureAware configuration changes

Stop the SecureAware service before making any changes to the configuration files.

To change the database used you must edit the “cateline.properties” file in the conf folder

jdednau Q

with a standard text editor like notepad. The first section is the configuration of the in

memory database HSQLDB, and should be disabled by placing a # character in front of

all the lines.

Section two is the MS SQL server settings and should all be enabled by removing the # g

character that is in front of all the lines.

Correct the user name in “hibernate.connection.username” and the password in
“hibernate.connection.password” to the one created on the SQL server. The connection

URL should be changed to match your settings,
hibernate.connection.url jdbc:jtds:sqlserver://localhost:1433/secureaware;tds=8.0;lastupdatecount=true

The “localhost” is the name of the server running MS SQL, 1433 is the port, and
SecureAware is the catalog (database) name. The last parameters are needed by the

driver to optimize the communication.

In SecureAware versions above 3.0.4 the configuration was extended to include two
database connections (see separate document for upgrade instructions), one for the
normal SecureAware data, and one for the document database. You can make both
points to the same database if you don’t need to store the large binary document objects
in a separate place.

If you make two separate databases, you could optimize the SecureAware database for
the random access and update of small texts using joins and advanced content filtering.
The Document database could be optimized for storing simple tables containing large

binary objects.
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Here is the configuration that would work with the setup we described here, on a SQL
server installed on the same machine as SecureAware and both connections pointing at

the same database.

; lastupdatecount=true

; lastupdatecount=true

16
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