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SecureAware Quick Guide

- for Superusers and System Administrators

Applies to SecureAware version 3

Document date: April 2009

About this document

This document is a brief description of how to get started using SecureAware. The guide gives
a short introduction aimed at system administrators who need to perform a basic install of
the program. Super users are introduced to the modules Awareness, Risk, Compliance and

Policy.

For more detailed information, please refer to the system administrator manual or the

manuals concerning the various modules.
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Basic Install

The typical responsibilities of a SecureAware System Administrator include:

@ Installation of the SecureAware software on a server
@  Uploading license keys

First Time Installation of SecureAware

If you have a previous version of SecureAware installed, please skip this section and proceed to the
‘SecureAware System Administrator Guide’ for further information about how to upgrade

SecureAware.

Follow these steps to install and initialize SecureAware on your server:

@  Runsetup.exe on your server to install the SecureAware server software (you must have administrative
rights to the machine)

@  Afterinstallation, run the SecureAware Manager (you will find a shortcut in Start > All Programs >
SecureAware > Management > SecureAware Manager)

@  Wait for the SecureAware “Stop” buttom is markt. Then type the “Start” buttom.

@  Start SecureAware up in the(you will find a shortcut in Start > All Programs > SecureAware >
Management > SecureAware Manager). If you are using SecureAware on a server, you can Point your
browser to http://<NameOfYourServer>:8080/

®  Youshould see a screen displaying “Welcome to SecureAware. The application is currently in
management mode.....”

@ Clickon the link: * ‘Continue the installation or the upgrade’

@  Database initialization will begin £ Wait for the message: “The Database was successfully upgraded.”.
Type on the link ‘Return to SecureAware’ (this will log you in as System Administrator)

@  Read the End User License Agreement (EULA), select portal “SecureAware”, acknowledge your EULA
consent, select your license file and press the ‘Upload’ button

@ |ogout, SecureAware is now ready for use

System Administrator Access:

After initial installation and set-up, you may need system administrator access to perform tasks such
as uploading new license keys, managing portal settings, security modes, LDAP or Active Directory

settings, and date formats. To do so, follow these steps:

@  Point your browser to http://<NameOfYourServer>:8080/
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@  Login with username ‘sa’ and password 'snRt!32w'

@  Using theicons in upper right corner, you can manage license keys “f and portal settings &

New license key installation

To install a new license key:

Point your browser to http://<NameOfYourServer>:8080/

Log in using 'sa’ as username and 'snRt!32w' as password

Select the ‘License Management’ icon "¢ at the top of the screen
Read the End User License Agreement

Select the portal for which you want to install the license key

Select your license file and press the ‘Upload’ button

The typical responsibilities of a SecureAware Super User include:

®  Managing policies, awareness programs, risk assessments, and compliance assessments

@  Assignment of roles to users (both internal SecureAware users and users defined in an external Active
Directory or other LDAP-based user directory)

Super User Access

@  Point your browser to http://<NameOfYourServer>:8080/

@  Loginwith username 'su' and password 'snRt!32w'

A
@  Using the icons in upper right corner, you can work with policies &%, awareness programs " , risk

management @&, compliance management \/; and user management &5,

How to create and manage user accounts

@  SecureAware user creation and management depend on the security mode of your SecureAware portal.
Your System Administrator has the task of selecting a Portal Security Mode. The most important modes
are:

@  Users defined in your Active Directory can log into SecureAware with their standard usernames and
passwords. Other LDAP-based user directories can be used similarly. Users are created in SecureAware
when they log into SecureAware first time, or when a super user imports the users from AD.
SecureAware does not store the passwords of AD users.

@  Users defined internally in SecureAware can log in using the IDs and passwords defined by a super user.

@ |If your system administrator has allowed “identity based” access, users are created in SecureAware as
they log in the first time. If they supply a password, that password must be used from the 2nd login.
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Super user(s) manage the roles and groups of the users. For internal users, the super user can also

reset passwords.

To access the user manager, log in as super user and select the User Manager icon & . Here you will
have the options: Create new user account, Manage user accounts or Import external users.

You also have the opportunity for assignment deference roles for the users, read more about it in the
‘SecureAware Super User guide’.
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Create New Policy

As a super user, select the Policy Manager icon a

Select ‘Create new policy’

Type the name and a description for your policy

Select a template (for example, ‘High Security’) and press the ‘Create’ button

Click on the new policy and click the ‘Activate Policy’ button to activate the policy for end users

Your new policy is now available for users at http://<NameOfYourServer>:8080/ if they cIickI -:I

To edit the content of your policy, click £ then select your policy and click Policy, Rules or Procedures in
the pyramid to the right
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Create New Awareness quiz

As a super user, Select the Awareness Manager icon "

.«?
Click ‘New awareness program’

Type a name, a description, select a category (for example, “Passwords”), click ‘Add’, then select a target
group (e.g. “Management”), click ‘Add’ then click the ‘Create’ button

To change the elements included in your awareness program, select ‘Edit awareness program settings’
(Note: This can only be done before the program starts)

To start, your awareness program, select ‘Run the awareness Program against target group’ ‘ﬁi. Selecta
target group.
The select target groups will be in the right top corner and you can start the

£ programs by click the green start icon

When the test’s are finish, you have to select the stop icon g

You can see the finale result by selecting the ‘View result’ icon =

Start an Awareness Screen Saver Program

As a super user, select the Awareness Manager icon ", and select the awareness program to which you
are adding a screen saver activity

Click ‘Activate Screen Saver Program’ and add one or more content categories, then click ‘Create’
By selecting the ‘Start’ button (, the screen saver program will begin.

Workstations on which the SecureAware screen saver has been installed can then display content
matching the categories and target group set in the awareness program
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Create new compliance check

@  Asasuperuser, select the Compliance Manager icon 9

@  (Click ‘Create new Compliance Evaluation’, specify a name and a description and click ‘Create’

@  (Click Start and confirm to start Compliance Evaluation immediately, then click ‘Update’

®  You can assign different users to different chapters of 1ISO27001/ DS484 by selecting the link: ‘Manage
who will be responsible for checking for compliance of each standard section’ (by default, the current
user, meaning you as a super user, is assigned to all sections)

@  Users who have been assigned to the compliance evaluation task for one or more standard sections will

be presented with a questionnaire when they click “Compliance” on the end user menu: S

@  Asasuper user, you have access to draft compliance reports from Super User’s menu \}

® |f you want to create your own questionnaire for a compliance check, click ‘Compliance Qestion
Management’ from the front page.
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How to perform a risk assessment

Minimum Preparation
You must create systems and users in SecureAware and assign user assessment roles for your

systems

@  First, create the users who are to have an assessment role (user creation is described in the User
Management section).

@ Then assign the role “System Owner” to each of the users who shall participate in one or more risk
assessments. Choose User Manager ﬁ, then select ‘Manage user accounts’, and follow the
instructions on screen.

@ As asuper user, select the Risk Manager icon @

@  Click ‘Systems’ in the left side menu. Review the system list to make sure that the priority
systems or applications that you want to assess are included in the list. You can add systems
using the ‘Create new system’ icon . Optionally, you can delete any of the default systems
that you are unlikely to use.

@ For each of your priority systems, you must assign one person to perform a business impact
assessment and one person to perform a vulnerability assessment. Do this: Select the Risk Manager
icon &', select a system, go to the “Assessment Role” tab and specify the users. Be sure you click the
Update button before you navigate away from the system section.

@ Optionally, you can link your systems with your business processes or vice versa.

@ Optionally, you can link your systems with your physical assets, e.g. servers or other equipment.

@i Optionally, review the questions that SecureAware uses for the vulnerability assessment
questionnaire: Click the Risk Manager icon &, then choose the i» Question menu. You can
add, delete or modify questions. Questions can address threats and security controls for
confidentiality, integrity and availability. Questions can have individual weight in relation to
other questions. Each answer option for a question has a weight between 0 and 100 for
confidentiality, integrity and availability respectively.

& Optionally, review the severity scale values. Default is 1 - 5 assessment scale. You can change the scale
and the meaning of the words that relate to the values 1, 2, 3, 4 or 5 respectively.

Start an assessment

@  Click the Risk Manager icon &, then choose ‘Create a new assessment’. specify a name and a
description and click ‘Create’

@  Click ‘Start’ and confirm to start the assessment immediately, then click ‘Update’

@ Users who have been assigned to the task of assessing vulnerability or business impact will be
presented with a questionnaire when they click on the Risk Assessment end user menu:

@ Asasuperuser, you have access to draft assessment reports from Super User’s Risk Manager menu
e

@ When you end an Assessment, from the Assessment menu, users can no longer respond to the
questions or change their existing answers. As a super user, you can still edit the text in the
assessment reports.
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Contact Information

- Further information is available by contacting Lightwave Security

Europe North America

Neupart A/S United States

Hollandsvej 12 Lightwave Security

2800 Lyngby 1200 Abernathy Road, Suite 1700

Denmark Atlanta, Georgia 30328

Tel 025 8030
+45 7025 803 Tel. 800 616-8597

Fax +45 7025 8031
457025803 info@lightwavesecurity.com

Neupart GmbH
Kaiserwerther Strasse 115
40880 Ratingen/Diisseldorf
Germany:

Tel. +49 (0) 2102/4209-26
Fax +49 (0) 2102/42062
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