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About this document
This manual guides a Super User through the key functions required for setting up,

configuring and managing the SecureAware system. Functions covered include:
@ Access restriction

® Document management

@ Report configuration
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My SecureAware - the start page

When you log on to SecureAware for the first time, you will most likely see the screen below. This is
the start page, referred to as My SecureAware which, unless you change the settings (see the
chapter “What should my users see when they log on?”) will be the start page for all your users. My

SecureAware consists of four different parts (tabs).
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The Start tab

The first tab — Start — shows shortcuts to education content. As soon as you start creating a policy
set, risk assessment, awareness quiz or compliance evaluations, the results/status of these will be

shown here as in the screen below.
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The bulletin board on the right hand side is where
you can display messages to your users. To create
a new message (or delete the default one), click
on Messages. Now select either the message you
would like to edit or Write message to create a

new message on the bulletin board.
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When creating a new message, remember to
select which target groups it should be shown
to. After clicking Create you will see an e-mail
icon in the bottom of the screen. Click on it to

write a notification about this to your users.
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The Shortcuts tab

[

L,
I. -O
Start s Shartcuts
It .

Policy

Horaul: Sercarity Handbook
& policy

“& Rulng

& Procedures

& strategy

Policy Managemeni
Sacunty Handbook

g ] Educatian

{{ Leam Secunty

v

8!

Tasks and
Rarsppansibnlitnes l}

@ Teach met

Awareness

5 Quiz for new employees

o MNew awareness programme

o Fnowledge guestion pool

Compllance Workflow
W mew Lok

8 Batch create from policy set

W,

% Typas
*J Templates
‘_._ Tk ropasbibon an ek

The tab Tasks and Responsibilities

The Tasks and Responsibilities tab gives
you an overview of the tasks you have
to carry out in SecureAware (left hand
side). Click on the task to go directly to
carrying it out. On the right hand side
all your responsibilities are listed i.e.
systems, assets or procedures. You can
click on any of these (given you have
the access rights necessary) to access it

directly.

The tab Shortcuts
gives you - as the
name implies - arange
of shortcuts to
different functions in

SecureAware.
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The Teach Me! tab

- Under the Teach Me! Tab you - and

your users — have easy access to
e ij Tasks and @
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SecureAware topics, your users will

have access to education content and films covering these topics.

What should my users see when they log on?

If you would rather have your users see another page when they access SecureAware, this is easily
changed. Click on the Configuration icon in the top right corner of the screen and then click on
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If you want to change the name of
the tabs on My SecureAware, click Tounsas e
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User Configuration

Once you have logged on as a Super User (SU), you can configure a wide range of settings relating to

your SecureAware users. If you have yet to change your password, use the default password:

snRt!32w

When successfully logged on, you will be able to see the Super User menu bar at the top right of
your screen (shown below). The number of icons shown can vary according to the number of
modules your company is licensed to use. To access the User Management module click on the 2

icon.

Tasks and
| Responsibilities Teach me!
~ o

You now have access to the main User

Users and groups Management menu.
Create or manage groups and user accounts
Users
‘% New user

‘g Import groups and users from AD

& Manage group accounts

Roles
New or manage existing user roles

’% Manage roles
Access to user menus

Access to manager menus
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User Roles

Different users require access to different SecureAware

@ roles functions. Assigning individual access rights and tasks on

New or manage existing user roles

& Manage roles a user-by-user basis can be time consuming, but with

04 A t . .
EY drcess tober o SecureAware’s ‘role’ system you can do this quickly and

Access to manager menus

easily.
Role management
SecureAware comes with a selection of T =
standard pre-defined user roles, each of &.‘

which in turn holds a number of associated

access rights. Click on & Manage roles to

. prEprrrr=

view, edit and create new roles.

F3
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You will now see the standard roles that already exist, as well as the functions to which each
different role has access. By clicking on a specific role you can edit the role’s name and description,
and add or remove access rights. Click on the # icon to edit or the ¥icon to delete. If you want to
give new access rights to a role, click & Add and select from the drop-down menu. Remember to

click on ¥ once you have made your changes.

If you want to create a new role, click on &) create anew security role, enter a name and description (if
required) then click Create. The new security role will now be featured on the list of roles in the

Manage Roles menu and can be edited in the same was as for the others (as described above).

Access roles

Once you have revised and tailored the listed roles, you can start restricting or granting certain roles

access to the various SecureAware end-user menus and program management functions. To do this,
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select and edit the roles which you wish to have access to or be barred from any desired function. If
a user is a member of one or more of these role groups, he or she will automatically be given or

denied access.

Menu Access Roles

The end-user menu is shown as a selection of tabs at the top of the screen.

You can determine which roles are able to [FESsee
. . -

view the different end-user menu tabs by Moy | RS R

clicking on &4 Menu Access roles. Select a role

by clicking on & Add next to the appropriate

module name and select from the drop-down

W Bx BExx Exx BEx B

menu. Click & to add. You can add as many

roles as you like and delete them at any time by clicking on ¥.

In addition to SecureAware’s predefined roles and those created by a Super User, there are three

standard roles for the end-user menu which can not be changed. These are:

@  Anonymous users — any user not logged on to SecureAware. (The standard program setting
allows these users to view the Learn Security section only, but this can be extended.)

@ validated users — all users who are logged on to SecureAware, either directly or through the AD.
@  Allusers - as the name suggests, all users whether logged on or not.

Management Roles

A to the syst t . SAP ' _
ccess to the system managemen % J A i‘_# & u - Y ri ﬁ & %

menu can be limited in the same was

as for the end-user menu. The SecureAware management section is the section accessible using the

module icons in the top right-hand corner of the screen.

10
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— Note: standard setup allows validated users access to 8

My User Preferences and = language selection only. The

role of Super User can not be removed from the list of

roles with access to the management section as this
ez would cause a lock-out situation in which no one would

have access to the SecureAware management functions.

It is important to remember that even if a user has access to this section of SecureAware, in order to
carry out tasks (for example, to run a compliance check), he or she must be granted specific access

to the individual management function.

User setup and management

Creating a new user
To manually create a new SecureAware user click on Create new user account. You can now enter a

user ID of your choice (to be used as a log in) and the user’s name. Now click Create.

Now you can enter the users email address (optional). You can also state which language should be
used as standard for this new user, though this can be altered by the user at a later date. The
language settings and password can be changed by the user and it is highly advisable that you

encourage the user to create his or her own personal password after logging on for the first time.

Assign a user to a specific target group and allocate the user roles by clicking on the blue crosses and

selecting from the list.

By adding a user to specific target group you can, for example, configure the way in which the user is
presented with security policy rules. Users themselves are able to change the user group in which
they are included so listing users in target group is, in itself, not a form of access limitation. Note: a

user may belong to more than one group at a time.

By allocating roles to a user, the user will be granted access to all those functions which are linked to
that specific role. The allocation of functions to the various different roles is managed from the main

SecureAware User Manager menu as described in the next chapter.

11
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Managing your user accounts
In the main User Manager menu, click on

Manage user accounts. You will now be

@ b E F @ W | 3 R L M N O F 0 R & T U ¥ W x ¥ £ Al

L harne L i inbrmal /F utwmal

shown a complete index of all existing

SecureAware users. If you have many users you can use the letters at the top of the menu to view

them listed alphabetically. You can also search for a specific user using by entering all or part of a

name in the blank search box and clicking . A user’s details may be edited at any time by clicking on

the # next to his or her name. The menu here also allows you to add new users or import external

users (see below).

Importing external users

If the import of users via LDAP has been authorized by your system administrator, this can be done

by clicking on & Import external users followed by entering your administrator username and

administrator password (for LDAP).

Importing groups from an AD

(&) Advanced group search

;5% Administrators, Builtin
,& Users, Builtin

;% Guests, Builtin

5& Print Operators, Builtin
;& Backup Operatars, Builtin

1-5[36]

[ Return ] [ To Group Manager menu ]

If you wish to import groups, select the
Import groups and users from AD option in
the main User Manager menu. Once logged
in, you can view a list of all the groups in the
company AD. Use the green arrows to move
backwards and forwards through the list of

groups. Click on the desired group to import.

To search for a specific group used the ® Advanced group search function. You can use this

advanced search to carry out a search with specific search criteria. For example:

(&(&(objectCategory=person)(objectClass=group))(&(memberOf=CN=Group

Name,OU=Name,DC=server,DC=server)))

12
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When you have imported a group, it will be removed from the list here. By now clicking on the Group
manager button (at the bottom right of the window) you will now be able to configure various

elements of the selected groups, such as adding to target groups and allocating specific roles.

Configuring your groups
To change the configuration and set up of a group, simply click on the group name. To delete a
group from SecureAware click on ¥. If the group has yet to be imported from an AD, select Import

group from AD.

Although it is, in effect, possible to create a new group directly within SecureAware this practice is
not advisable. Instead, it is recommended that any new groups be created in an AD then
subsequently imported from the AD into SecureAware.

Once imported, groups can be listed under specific target groups and allocated roles by selecting+.

In the same way as for users, by listing a group under a specific target group you can configure the
way in which its users are presented with security policy rules. Users themselves are able to change
the user group in which they are included so listing under a target group is, in itself, not a form of

access limitation. Note: a user may belong to more than one group at a time.
By allocating roles to a group, the group users will be granted access to all those functions which are
linked to that specific role. The allocation of functions to the various different roles is managed from

the main SecureAware User Manager menu as described in the next chapter.

Altering a group name or key is NOT recommended. This should only be done when absolutely

necessary.

13
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Restricting access to the Policy module

A user’s access to the contents of the Policy module’s rules and procedures can be restricted as
required. This can be done by either linking roles directly to individual rules (or more specifically,

objects) and procedures, or by linking rules to already existing SecureAware groups.

Group-based access restriction

Most of the rules (objects) and

JAVEUR: 8 8 &

already linked to specific user groups (Target groups) and group-based

procedures in SecureAware are

Q  Target Group Management access restriction is easily established. To set up a group-based access
Manage target groups ) g
+arget Grain Marager restriction click on the ¥ Configuration Management icon at the top

right of the screen then select & Target Group Manager.

SecureAware has three standard user groups — End User, IT @, Target Group Management
4 End Uzer
Administrator, and Management — but you can create and add ¥ 2" Ko e
® Management
as many new groups as you require by selecting the ¥ Create & Crazte new target grap
. . B3 import Target Groups
new target group function. Once you have given your new O et Y e

group a name, it can be edited in the same way as the existing

groups.
LT W You can add users to a group
Targit Group
o — by selecting the desired
; Z :‘ C &
e group, clicking & Add, and
i o w searching for the user you

AnGnymous Users Rigtum

(Comgliance check administratos
Comahiancf CRhCl mananT

wish to add. You may instead

choose to add a block group of users who share the same role. By granting access to a specific role,

any user who shares that role will be able to view the rules and procedures applicable to the target

group.

14
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In the following section it important to remember that if access to rules and procedures is not

limited to one or more target group, these rules and procedures will be viewable by everyone.

Access to rules and procedures

i To limit user access to the Policy manual’s
7 | & S‘f & i,:‘}} &. i A ﬁ & rules, click on the & Policy Management
module icon at the top right of the screen
and then open the = Show advanced management menu on the left. Click on % Security objects and
then select the required security object from the left-hand menu. You can now decide who you want

to have acces to that specific object and its associated rules.

The Access rights tab

Use the Access rights tab if you want to restrict certain roles from viewing the selected security

object. Remember to click on & after each selection.

Aot iglis

| [ Seeuriy 10 ey Kacurity sattings

ﬂ 1 1o 20 of 400 ﬂ

Limit accow to these rale Mone
All users v D &
All usare
ANONYMous Users
Compliance chack administrator

i i o —

| Accaprable uss of information assets
Access cards for contractors and other ...
Access control cards

The Target Group tab
Alternatively, you can link a target group to the selected security object by using the Target Group

tab. Remember to click on & after each selection.
DB
F.u_w.:- Dbjuct Lie

3 1 to 20 or 400

Becopiatile s of informatian el

Target Group

¥ management

Tangan Groug End User o
| Aceaprabie uee of information ageets
ACCESS cards for contractors and other ...
Access conbrol cands
Acceds conbrol for souncs code

T

If you choose to limit access to certain rules, you should be aware that your access restrictions will
be effective in all of the SecureAware modules in which those rules appear - including in the

Awareness program policy tests.
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To limit access to procedures, open the Policy

Management module & and click on the ag, [SW @ Add an existing procedure @ Create a new procadure
required policy name on the top left of the ¥ & allowed software for standard PC:
¥ & sllowed software for standard PC:
¥ & Business continuity: Network is unavailable - phase 1
menu. In the same Way as fOF the rules, y0U can ¥ & Business continuity: Network is unavailable - phase 1
. ¥ & Business continuity: Office space unavailable - phase 2
now choose which user groups and/or roles - o st in

have access to view that particular procedure.
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Document Manager

Using SecureAware’s Document Manager module, you can upload and index the documents relevant
for maintaining you company’s IT security standards and you can specify which roles you want to
have access to read, edit or delete files. Open the Document Manager by clicking on the © icon at

the top right of your screen.

Files

I3 fle.doc &

Create a new folder by clicking on the - icon. Give the

Falder 2

folder a name and (if necessary) select a Parent folder in

Cancel

| =) which to place your new folder.

You can edit a folder by clicking on g or delete using ? You can configure a folder’s security

9

settings using the - icon. In the example shown, Super Users have access rights to read !, create

_J edit -‘—4‘, and delete ‘? folders. Super Users are also able to create ‘| and delete ‘EI. files within
this folder. SecureAware’s standard settings are fixed to ensure unlimited editing access to any
Super User. In the example, validated users only have access to read the contents of the folder.
Status can be changed by clicking €/€3. To add new folder roles, select them from the drop-down

menu ' and to delete existing roles click on ¥.

ecoment___ L

3 Folder Security Settings
=l

2 9 @
e O a O o
et & © © © 0 O
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To upload files, click on _| then locate the required

Files
I3 fie.doc &~

file from the library. Clicking on Create will upload the

file to the open folder. Once uploaded, the file can be
edited ‘ﬂor deleted ﬁ As for access to folders, access to files can be limited. To restrict file

.
access, select the file and click on the File Security icon j

18
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Report Configuration

The layout and look of SecureAware’s reports can easily be

—9  Report Management tailored to fit your specific company and needs. Click on

\:ﬂiﬂ Configure standard settings for ; ﬂ'
reports the Configuration Management icon ¢ at the top right of

General report configuration

your screen then select Ed General report Configuration.

e /£ A4
n # Yes

# Yes

ate # None

Now you can edit the print size of your report and

et - Neupad Development et

margin color (optional) using the editing pencil icon 7, 7 Assat igentfication, Classification and Control

Information assets must be protected in whatever form they exist It is therefore necessary 1o
identfy, ciassify and control the cuwmership of all information assets

You can also choose to include a table of content or e e i o

7.1.1 List of information assets

upload a report background. Remember to click on oo RS

seaner

2 once you have made your changes.

7.1.2 Nominated owners of system and data

Camers for tarmation assei T crit of socurtty s resgenalais for malntsining 3 it of af Information
Symtama. TREE st LSt CORRAIR 1 CATS BTSS0S SRS U ecuty
responakiies

Cumers of Bucinecs rfoal cychime 48 izl Auncions regring Tpectal enawmiscge, ZHIE o eperence
Lt e entec, ad Fave 1o e S1SITNAD A FRICONSISE QT

Fecocnctity for e cesartty of IT The T Gepariment i respensizie X S8CUTEY O e 2C0ESd DSOS,
Pt Crirsiz a7 2 b IElemaniad In agrasmant whn syziem caners.
aarity of mabils devicec On mctile itz Wi Frimary Tuners, thaze skrers ave rezpanisis far

e g2 cortares mere

Reszorakinty for seccs rights. The zy38em ok cwner i respamslbie for estasilshing oo righs ane
Faaszassg 3otess FENTE ON 37 CNJOING S35 N SCCATANCE W e
‘campany's ganaral acoess polky.

Aominictraton of doman namec. ‘Tre rescerz iRy for giekation of domain nartes lles with fhe IT
Manager.

7.1.3 Acceptable use policies - wireless networks

Acceptaiie use policies - Intemet use

Emnpicyss ue of (e Ietermet for ron- %iz scceniabie to uze Ihe company Infernet access %or prvate puDOtes.

LRTIEE v WIRE e =% and Rdtons of he feurty pOicy, Dravided that wonk:
reated use 3 pot moeses  any way.

Srowser cecurtty sontgaraton YOy YR et weE wie: 0Ty When JCUT Erowter Ras e securty
el 128rg Masuer B e Intemet Tove.
Bersorrel MUk Gy vie BEAVES web Urowiers. Peranne must nat
et to ater ipe SeCuly SENGE, 2USP 0B CAFGING BeCUFTy Zonet

EfoaTer DaLAC 1005t TNt 13 acceonbie o Use DrUwIer Eaes SopICHtons ¥ hey ane okl
sgred.

. Page 7 o037
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Requirement Management

SecureAware comes with a number of standards. The chapters in the standards are mapped to the
rules in the rule library. You can choose to add mapped rules to the standard or to create your own

“standards”. To do this, go to Configuration > Requirement Set Manager.

2O AVEGE:. OB G

Ttejudt Mot il i poit Man g
Topscs arw used by pelicy Iubes, Confguie standand seiiings for reporis
FrOCeduTes, amareness programmes and

secunty b ameng ) Ganacal report configraton

Topss Manager

) secusity Lewnng Sections
Stant Page

Dafina which page your ussrs shall sag
fest after lagen
Tt Grosg Mansgenees £ Propernes
Hianaga targat grosem
Target Grong Manages
Uy Encurnivesr
Manage My Sscurmdwane Tabs
=5 import Secursdware v. 202

Impait contant i SacintAmars v
202

EJ Fropoertes

Imgaet, comtant

Suandards ansd Requiemant
Hanage standars and infoematon
BeCUnty requresents

Fprement Set Manager

Create/edit standard

Click New requirement set and type the name of

the standard/requirement set and click Create. The 4:_!- :Thomo;m :
standard will now appear in the list of standards. ::ﬂl —pe :
Click on the name > Chapter Manager to start 3 'I‘: :a:e“:l

creating chapters. Type a name, title and a _
description and select where the chapter should be i

placed. This is done by selecting the parent chapter

S |
in Select Chapter, and the chapter which it should

VSONEC 270022005

& succeed in Place after chapter. Example: Chapter
.  decuriy 3.4.2’s parent chapter is 3.4 and it should be placed
B 5 Physicat and Coubonanisl sy after chapter 3.4.1.

10 Communications and operations managamant
11 Access control

20
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Mapping standard chapters to rules

You can map the standard chapters to rules in the rule library in two ways: If you know which rule
you want to map to, click Add, type (a part of) the name of the rule and click the green arrow. You
can also use the Smart match search which uses the content of the chapter title to search for rules

which could match the chapter.

#1162
é L # Sensitive system isolation
Fs
S 116, JApphcation and mformabion access control
# 11,61 Information access restnebion

Pobcy rule, Isolating partculaly cnbcal user sysbems R
+ ags  * add with smart match

Daloto | | QK |

You map a rule by clicking on it. Mapping to a rule indicates that no matter which of the rule’s
options are selected in the it security handbook, the requirement is complied with. If you want to
indicate that a certain option must be chosen in order to comply with this requirement, fold out the

rule (+) and select the necessary options by clicking on them.

#1152
"‘—J t # Sensitve system solation
t o’

# 115 ..Apphcabion and mfommalson access control
# 11.6.1 Information access restrction

Pobey mie, Isolatng parbicularly enbical umer systoms ¥

Policy rubes found by matching with standard words.
= Comphance with laws and standards (15)
= Kooping of audit logs (9)
= Use of system toals (&)

* Follow-up log (8)

Event logging (B)

4 Systems for controling access codes (7)
« IT procuramant (6)

= Emargency power supply (6)

* Hesticted access to niformation (5)

= User ragistration {5)
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Detatn,] |t

21



SecureAware’

Contact Information

- Further information is available by contacting Lightwave Security

Europe North America
Neupart A/S United States
Hollandsvej 12 Lightwave Security

1200 Abernathy Road, Suite 1700
Atlanta, Georgia 30328

2800 Lyngby
Denmark

Tel +45 7025 8030 Tel. 800 616-8597

Fax +45 7025 8031 info@lightwavesecurity.com

Neupart GmbH
Kaiserwerther Strasse 115
40880 Ratingen/Diisseldorf
Germany:

Tel. +49 (0) 2102/4209-26
Fax +49 (0) 2102/42062
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otherwise and is protected by copyright laws in Denmark and international agreements.

Permission to quote this documentation in its entire form or partly is given under the premises that no changes are made and that
information about this copyright is clearly stated on all copies. No material may be copied or distributed without explicit approval of
Neupart A/S. Neupart A/S preserves the right to - at any time and without warning — make changes and/or improvements in the products
mentioned.

Names of other companies and their products are or can be registered trademarks or trademarks that belong to their owners. Neupart and
SecureAware logo and the name “SecureAware” are trademarks belonging to Neupart A/S.

The documentation is provided "as is", without warranty of any kind, express or implied, including but not limited to the warranties of
merchantability, fitness for a particular purpose and non-infringement. In no event shall the authors or copyright holders be liable for any
claim, damages or other liability, whether in an action of contract, tort or otherwise, arising from, out of or in connection with the
documentation or the use or other dealings in the documentation. The documentation including graphics could contain inaccuracies or
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