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Document date: June 2009

About this document
This manual describes the processes of creating and maintaining a business continuity plan

using SecureAware.
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SecureAware BCP

SecureAware BCP helps you collate and maintain all aspects of your company’s business continuity
plan (BCP). The module allows you to create your own BCP based on the SecureAware template or
create your own unique structure and content. SecureAware BCP is an integral part of

SecureAware’s Compliance Workflow module allowing you to stay fully up-to-date at all times.

Structuring your BCP

As a default, the SecureAware BCP template is divided into 6 chapters:

SecureAware Business Continuity Plan
Organisation and contacts

Overviews

Initial Response Plan

Crisis management plan

Emergency operations and service recovery plan

BCP - Objectives, maintenance and testing

Each chapter contains a number of sections dealing with the specific chapter topic. Some of these
sections offer information about suggested BCP content whereas others provide templates which
could be useful when creating your own BCP, i.e. contact list templates and log templates. Additional
suggestions as to what supplementary information/documentation would be worth including are

given throughout.
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Editing your BCP

To access the Business Continuity Plan, click on the Business Continuity Plan tab at the top of the
screen or click on Shortcuts on My SecureAware. By clicking on Tasks and Responsibilities on My
SecureAware, you and your users will be able to view the sections of the BCP for which you are

responsible and all related tasks.

PyavER: “ORE G

ery plan
| 7 BCP - Objectives, Maintenance an
Testing

D editplan  § New task By Access restrictions @, Owners " View as report

Tasks: Owners
& 3ens gindesboll

On the left, you will see the BCP structure with chapters, sub-chapters and sections. By clicking on a
chapter or section name you can view its specific contents (shown on the right of the screen). To
begin adding your own information, click on either New Chapter or New Section at the top left of the

screen.

Editing chapters

Often, the chapters in SecureAware BCP contain little content. They, instead, function as ’group
folders’ for the many sections. To create a new chapter, click on New Chapter at the top left. To edit a
chapter, select the chapter from the list and then select Edit at the bottom of the screen. You can
now rename the chapter and alter its contents. If you wish to change where the chapter is placed,
use the drop-down menu Place in chapter. Use the menu Show chapter after this chapter to

rearrange within a parent chapter. Chapter access rights are described in “Access rights”.
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1 SecureAware Business Continuity Plan
The content of the Business Continuity Plan

4 New chapter

[ New section

e SecureAware's BCP comprises the following three key elements:

| 1 SecureAware Business Continuity

* An Initial Response Plan, which describes the circumstances under which the plan may be set into action and sets out which
[ 1.1 BCP upkeep and accountability measures must be taken prior to activation
® A Crisis Management Plan, which is the key tool used by the crisis management team
® An Emergency Operation Plan and Technical Recovery Plan, which sets out procedures to be followed by the recovery teams
and company employees

@ [ 2 Organisation and contacts
= 3 Overviews

| 4Initial Respanse Plan

5 Crisis Management Plan
Additionally, the plan includes contact lists, flow diagrams and system/procedural overviews, listed at the beginning of the BCP

@

“l [ & Emergency operation and service

recovery plan
@ (5 7BCP - Objectives; Maintenancs and Up-to-date copies of the BCP should be kept available at secondary locations outside the company’s main premises, in the event

Testing that these premises should be impacted

& Edit chapter ¥ New task & Access restrictions &, Owners [ Delete chapter

Tasks: Owners

Editing sections

By selecting New section at the top of the screen, you can create your own section. Click on the
section you wish to edit in the left hand list. Now click Edit at the bottom of the screen. You can now
rename the chapter and alter its contents. Using the drop-down menu Place in chapter at the
bottom of the screen, you can change the chapter under which the section is listed. By now clicking
on Show section after this section, you can reposition the section within a chapter. Click on Owner

to allocate it to specific users. To save changes, remember to click OK.

4.3. Rules governing escalating crisis situations

7

@ New chapter

[ New section

BCP With regards to the operation of IT systems, 3 levels of escalation are defined. These relate to the predetermined maximum tolerable

- downtime values for critical business processes.
| 1 SecureAware Business

Continuity Plan

R 1. Normal level of operation
| 2 Organisation and contacts P

2. Severe situation
3. Crisis situation

| 3 Owverviews

| 4 Initial Responss Plan
= Lo
|1 4.1 crisis situation A situation can be classified as an escalating crisis when a problem develops into a threat against business-critical processes i.e. when a

normal level of operations escalates into a situation of heightened awareness, and finally culminates in a situation where the BCP must

be put into action. To evaluate whether or not a situation should be classified as escalating, predetermined maximum tolerable downtime

values for critical business processes are used.

classification

[ 4.2. Acute erisis situation
procedures

[} 4.3. Rules governing
escalating crisis situations
# || 5 Crisis Management Plan
# () & Emergency operation and
service recovery plan
B |_| 7 BCP - Objectives, Maintenance
and Testing
[ Edit |:“,> New attachment 3@ New task

Attachments Tasks: Owners:
& Procedures for escalating to BCP scenario (1.0) s ¥
1=/ Incident report (1.0) &£ %
& Normal level of operation - rules (1.0) # @ ¥
& BCP mobilisation situation - rules (1.0) £ @ %

& Heightened awareness situation - rules (1.0} s @ x
& Fauit notification procedures {1.0) /@ %
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Attachments

Relevant documents, which are important for inclusion in the BCP, can be added by clicking on New
Attachment. Select the type in the Attachment type drop-down menu (managing attachment types is
described later) and enter a name. Now select the Attachment contents drop-down menu and state
whether an attachment contains internal text (documents which can be opened in SecureAware), a

document in SecureAware’s document database, or a link (URL). Click Create to save.

Attachment type [Alert 3"

& Name [ |

Contains: @ Intemnal text
©) Document
@ Link {URL)

Cancel

You now have the option of entering a text (for internal documents), finding a document (in the
document database or elsewhere), or entering a URL (for links). You can also opt not to include

content in an attachment. In this case, leave the attachment status listed as ‘Empty’.

Name  # Normal level of operation - rules
& Attachment type # & attachment
version # 1.0

status # [@ Empty
Contains: Internal text

Internal document #

SecureAware includes a number of attachments. Some are templates, with the status ‘New

attachment’, and others are empty (suggested attachments) with the status ‘Empty’.

When an attachment is updated, it is recommended that you change the version number. To do so,

click on the edit pencil next to Version.
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Maintaining the validity of your BCP

If your company has a valid Compliance Workflow module, you can tailor SecureAware to

automatically send emails to those responsible for updating or contributing to the company BCP to

ensure that it is always up-to-date and valid. Further guidelines are available in the In the Compliance

Workflow manual. The following is an example of how you can create an update tasks within the

BCP.

Select a section you wish to update and click on New task. If you have created a template, use this. In

the example shown here, a template is not used. Start by selecting Update. You can now view, add

or alter the following:

Name:

Task instructions:

Task link:

Start and completion date:

Task executor:

Task supervisor:

Notify on commencement of task:

Notify when compled:

Activity name

Instructions for the delegated user.

Refers back to the part of the BCP.

The user can carry out the task between these given dates.

Then person or persons responsible for carrying out the

task. As a default, the section ‘owner’ is selected.

(Optional). The person with ultimate responsibility for this
section of the BCP.

y , the user will receive an email when

the task is opened.

If ’yes’ has been selected, the user will receive an email when

the task is completed.
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Notify when overdue: If ’yes’ has been selected, the user will receive an email if the

task has not been completed within the deadline.

Task repetition interval: Set the frequency for how often a task must be repeated and

limit the time a task can be ’open’.

Edit task
-l Activity id id-1

Activity type 7 Update
Name # Update section
Task instructions  # Please update this part of the BCP including attachments,

Task link Chapter, 4.3. Rules governing escalating crisis situations
+ add

Start date # 22/12/2008 19:00

Completion date # 05/01/2009 18:55

Task executor Superuser ¥
+ add
Task supervisor Superuser ¥
* add
Motify on commencement of task # ves

Notify when completed Ve No
Notify when overdue  # yes

Task repetition interval # Two weeks every half year

Once you have set your completion parameters you can click on return to go back to the section. The

task will now appear listed under Tasks in the section.
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Administration and management

Reports, attachment types and imports/exports are managed from the Management page. Click on

ﬁ in the top right corner. This is where you delete or create/import more plans. Please note that

the number of allowed plans is controlled by the license. You can have one plan per BCP manager.

| Management s

BCP Attachment Management 7| Importand Export

Manage attachment types f All BCP content and attachments will be
: E¥  exported in a zip file. When importing,
?I Attachment management select same file type.

& Import BCP

[ Export, BCP
@  BCP Reports

'\'{E’k Report generation and management
=

New plan
% BCP reports, BCP C E
Report types
Delete BCP
I} sce %

Attachment types

Create your own attachment types by clicking on q

Attachment Management. From here, you can view the Ajh:pt'“"'“ )

contents of the various attachment types. You can rename :J s::‘ 2

these, enter a description and attach a template which will 5 o =

be then used as standard when this type of attachment is e

selected in a section. New attachment types can be o —

created by clicking on Create new attachment type. . (et

Reports

eI bt Repes 3 If youwant to print out your BCP in report form, click
S — BCP reports to print out the plan or parts of it or click on
- Thi &  fok ACP veport ek o s of ol relted Report types to create or edit an existing report format.

attachments

'i'_ BCP Chapters and Sections
This repert contains the chapters and sections of the
BCP

L, BCP Report

This report includes the chapters, sections and
internal documents of the BCP
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Import and export

With any BCP, it is prudent to copy an example to a SecureAware installation at a secondary or

offsite location.

To export, click on Export BCP and select the location at which you wish to store your backup BCP
copy. The BCP will be exported to a .zip file containing:

1. The BCP as a PDF file

2. A.saf file (SecureAware file) for import into another SecureAware installation

3. Allrelated attachments
To import, click on Import BCP, find the exported file, and click Send.

Access rights

As a default setting, all users have rights to read the contents of your BCP. Super Users, and users
allocated the roll of ‘Business Continuity Manager, have full administration rights i.e. read all, edit all
and delete. Access rights are allocated and edited by clicking Access restrictions at the bottom of the
page . Click Add, find the role and click OK. Now, you can activate read, edit and delete user rights

for the selected role.

‘ﬁ Access restrictions
Access Rights v v
= &0 =9

¥ Alusers @ @ © @

Security roles  # add

Click Return to return to the BCP or Copy to let all subchapters and —sections inherit these access

rights.
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Owners

To assign ownership of (a part of) the BCP, click Owners at the bottom of the page.

recovery plan
* || 7 BCP - Objectives, Maintenance and

Up-to-date copies of the BCP should be kept available at secondary locations outside the company’s main premises, in the event
Testing

that these premises should be impacted.

1 Edit chapter % New task ll“‘ Access restrictions % Owners o Delete chapter

Tasks: Owners

& 1ens Bindesboll
& Martin Stausboll

Click Add to select an owner.

Owners
Name 1 SecureAware Business Continuity Plan

Owners  Jens Bindesboll ¥
Martin Stausboll ¥
+ add

If you want to grant the user ownership of all sub chapters and sections, click Copy. First select

whether or not you want other owners (of subchapters and -sections) to be removed. Then click

Copy to copy owners.

Copy ownership of all subchapters and -sections.
Owners © Martin Stausboll

Remove other owners @ vyes @ No
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Contact Information

- Further information is available by contacting Neupart

Europe North America
Neupart A/S United States
Hollandsvej 12 Neupart Inc.

2800 Lyngby 2553 Crescent St
Denmark Ferndale, WA 98248
Tel +45 7025 8030 Tel. 360-820-2545
Fax +45 7025 8031 Fax 360-392-6078
Neupart GmbH

Kaiserwerther Strasse 115
40880 Ratingen/Diisseldorf
Germany:

Tel. +49 (0) 2102/4209-26
Fax +49 (0) 2102/42062

Copyright © 2006 Neupart A/S. All rights reserved.
The author of this documentation is Neupart A/S. All information herein including text and graphics belongs to Neupart A/S unless stated
otherwise and is protected by copyright laws in Denmark and international agreements.

Permission to quote this documentation in its entire form or partly is given under the premises that no changes are made and that
information about this copyright is clearly stated on all copies. No material may be copied or distributed without explicit approval of
Neupart A/S. Neupart A/S preserves the right to - at any time and without warning — make changes and/or improvements in the products
mentioned.

Names of other companies and their products are or can be registered trademarks or trademarks that belong to their owners. Neupart and
SecureAware logo and the name “SecureAware” are trademarks belonging to Neupart A/S.

The documentation is provided "as is", without warranty of any kind, express or implied, including but not limited to the warranties of
merchantability, fitness for a particular purpose and non-infringement. In no event shall the authors or copyright holders be liable for any
claim, damages or other liability, whether in an action of contract, tort or otherwise, arising from, out of or in connection with the
documentation or the use or other dealings in the documentation. The documentation including graphics could contain inaccuracies or
typographic errors. Furthermore there are no guarantees regarding results achieved by using this information.

All rights not explicitly mentioned herein are preserved.
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