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SecureAware Compliance Workflow
Manual

- For Super Users

This manual is valid for use with SecureAware version 3

Document updated December 2007

How to use this manual

This manual is your guide to the SecureAware Compliance Workflow module. As well as a
detailed description of the module and its functions, the manual provides Power Users with a
step-by-step guide to creating activity templates, delegating security tasks and creating final

reports covering these.
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Compliance Workflow

The SecureAware Compliance Workflow module enables you to create and manage a variety of
different IT security compliance tasks. As well as allowing you to delegate specific security
assignments to different users within your organization, the module also lets you constantly monitor

task progress and helps you create a selection of easy-to-view status reports.

With this module, you can create your own security compliance tasks (with a both a starting time and
expected time of completion) and compile comprehensive information about how the task has been
carried out. And because the module is compatible with all other SecureAware modules, tasks can be

created directly within your existing system.

A useful feature of the module is that you can use it to send automatic messages to those
designated to carry out specific tasks. Created by consolidating different information parameters,
these messages can be sent in a language of your choice. The module also lets you configure the

frequency of tasks ensuring a constantly high level of data protection at all times.

A valid license covering the Compliance Workflow module is required for access to this module.

B, i
Click on the Compliance Workflow icon "~ at the top right of the screen to access the module’s start
menu., click on Start on MyPage and select the Compliance Workflow icon in the menu, where you

can also view the status of all your activities.

Task Management S Reports

Manage and view detailed status —#4  View reports and manage reporting
information for all tasks options

W New task Reports
“*(', Batch create from policy set Report options
“i"] Manage tasks

Status overview

¥) 6 open tasks Tasks
\ Create and configure tasks, templates

=
%) 0 tasks in progress and settings

5 due task
ﬁ SHEER s Q‘lj Types, templates & intervals

¥l o completed tasks & Archive

W 5 stand-by tasks
¥ 0 dormant tasks
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Task templates and settings

Before you start creating tasks, you should first

@’ %, Configure activity types )
j ¥ Configure task templates modify the Settings. C“Ck on Lv'l' TypeS,

%% Configure task frequency intervals

templates and intervals in the Compliance

Workflow start menu to customize activity types,

® set the frequency for task repetition, and to

create brand new task templates.

By selecting * Configure activity types, you

can delete an existing type of activity ¥ or @f&\ Eroeate :

create an entirely new one. The standard types TR i e x

of activity in this SecureAware module are sfopor:':zd :
Create, Do, Update, Approve and Proofread, " —

but these can be customized to meet your
needs. You can change the order in which <

these activities are listed by using the

arrows . If you choose to create your own activity type, you must first enter a name for your new

activity type name (and a brief description, if required) then click on OK.

Normally, security compliance tasks need to

be repeated on a regular basis. Perhaps you

%'\ %% One week every maonth
= =
\ | % One week every quater
&

%4 Two weeks every half year

require procedural updates every quarter or

X X X X

you require that your security policy is

%% One month every year

approved at half-yearly intervals. By clicking

%% Create new task-frequency interval
&4
# Configure task frequency intervals, you can
set the frequency with which you want

specific tasks to be carried out. SecureAware

has four pre-defined task frequency settings (shown in the picture). For example, One week every
month means that the task must be carried out monthly and that the person responsible has one week

in which to complete it.
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You can delete any intervals you deem to ~*femeiimas
. ) 132 [Two weeks every three months] ]
be unnecessary by using ¥. To set up and @ serpton | |
days [go ]
J

configure your own task frequency time

4
intervals click on ** Create new task-

frequency interval. Enter a name for your
new interval (and any description required), then enter numbers in the Interval in days and Number
of days allocated for completion fields. The example shown depicts a newly created interval
frequency where a task must be repeated every three months (Interval in days: 90) and the person
responsible has two weeks to carry it out (Allocated completion days: 14). Click on Create to add this

new interval.

You may wish to delegate the responsibility for carrying out tasks to particular individuals within

your company. You can avoid having to recreate tasks each time you delegate them to a new person
by creating a number of task templates. In the TaskManagement menu, click on d Configure task

-
templates and select = Create new task template.

The example in the picture shows [ |
a task template that deals with an L Q/\ R ‘p: BT v:
Hame [Update policy rule]
‘Update’ task. This template can el ‘
Humber of days allocated for completion [z J
be used to Create and tai|or any Motify on commencement of task & ves © wo
Notify when completed @ ves € No
Update task. Enter a name for Notify when overdue & Yes € o

Task repetition interval [none &

your new task. In the Description

box, you can enter instructions °

for the person responsible for carrying out the task. In this example the administrator has chosen to
receive notification when the task is started (recommended), when the task is completed, and when
the completion deadline has been exceeded. These settings can be set to meet your specific
requirements. Additionally, the example shows that the task must be completed within 14 days and

that it must be repeated every six months.
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Once you click on Create, you can then specify both the person you wish to carry out the task (Task

executor) and the person who you wish to be responsible for checking that it has been completed

(Task supervisor).

[« sctivity type £ Update
\
\ Hame  # Update palicy rule

Description  #

Murmber of days allocated for complation # 14
Motify on commencement of task # ves

Notify when completed # ves

Matify when overdue & yas

Task executor pgne

+ add

Task suparvisor  yone
* add

Task repetition interval # None
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Creating tasks

.
You can now begin to create your own tasks. Click on Y

Create and manage tasks

Create and configure tasks,
templates and settings

@
ﬁ,; Create a new task
“’g‘; Create batch from gaps
& 3
i) Task settings

& Task archive

created, or

by basing

you task

upon a certain type of activity (e.g. Create, Do, or

Update).

Creating a task using a template

Create a new task in the Compliance Workflow start

menu. Now you have the choice of creating a task in one of

Create new task

TaskTemplate ¥l Update policy rule

Activity type 8 croate

%, Do

%, Update

Click on the template upon which you wish to base your task. Your task will now ‘inherit’ all the

properties of the selected template. (These properties can be edited using f). You can also create a

‘task link’ and attach it to your task.

=50 Cnew task

@ Edit task

Activity type
Mame

Task instructions
Task link

Start date
Completion date

Task executor
Task supervisor

Motify on commencement of task
Motify when completed
Motify when overdue

Task repetition interval

rd Update

# Update policy rule
rd

* add

# 6/11/2007 11:12
# 6/25/2007 11:10

Mone
+ add

Mone
+ add

# ves
# ves
# ves

# MNone

In the following example, the task
being created concerns the rule ”Re-
using a password”, (a policy rule listed
in the ‘User Responsibility’ category).
The activity type has already been
chosen as Update. Next to Task link,
click on Add. The drop-down menu
now lets you select policy content,
rules or specific procedures that you
want to be included as part of the

update.

Choose ’Rule’ and click on to

proceed. The menu will now change to a list of your policies. Select the desired policy and click on

. The new menu will now show the categories and subcategories of the selected policy. Select the

User Responsibility category and click again on to continue. The next menu shows the specific rules
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linked to the category. Select “Re-using a password” and click on. You will now receive the

message “Task link is correctly configured”. Click on &4 one final time and the link will be attached
to the task. You can edit the task’s other settings by clicking on# beside the required setting, or

remove ¥ oradd ** people you want to carry out or supervise a task.

Creating a task according to activity type

 Create

If you choose to create a task based upon the type of

activity a user needs to undertake in order to

@ Create new task
| TaskTemplate

Activity type

K ) a
9 Update palicy rule complete a task, click on ' Create a new task min

h ;;Bate the main Compliance Workflow menu and then select
b R Activity type. You will now see the same screen (with

&

the same options) as for if you chose to create a task based upon a template. The difference here is
that the activity type is the only property your task will inherit. You can now proceed to configure

the task in the same way as described earlier.

Established tasks

When logging on, a user will be presented with a list of his or her activities on My SecureAware

(access to this list can also be gained by clicking on the Compliance Workflow tab at the top of the

screen). Tasks that are open will appear with the yellow icon B,

@ (7] Tasks for the time interval: 01/04/2009 -> 31/05/2009 [Z =
Show all + [ showal - Showal - T 7
[ Status = I Type Name Open date Deadline User
i é"‘; Open 11 Update Update procedure, Policy 29/05/2009 12/06/2009 If

procedure, Reporting of incident
or assumed incident

&l ‘\"; Open 12 Update Update procedure, Policy 29/05/2009 12/06/2009 |If
procedure, Business continuity:

Workstation is unavailable.

@ ‘\"- Open 13 Update Update procedure, Policy 29/05/2009 12/06/2009 |If
procedure, Standard pc
installation

@ '*": Open 14 Update Update procedure, Policy 29/05/2009 12/06/2009 If

procedure, Business continuity:
Server-1 service is unavailable.

@ ‘\”‘- Open 15 Update Update procedure, Policy 29/05/2009 12/06/2009 If
procedure, My how to backup
procedure

=] ﬁ Overdue ] Approve Approve, BCP Section, 4.1. Crisis 13/04/2009 13/05/2009 If

situation classification
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By clicking on the task, the user will see the specific task details, such as start and completion dates,
as well as instructions describing how he or she should carry it out. By clicking on the task link, the
user will be guided directly to the policy section, rule or procedure relevant to completing the task.

The user can also mark the task as completed and enter any supplementary information required.

Click on the name of a column to sort it. To filter tasks, use the menus on top of the columns and
click the Filter icon. To remove a filter, click on the Remove filter icon. If you only want to see tasks

with a certain status, i.e. all overdue tasks, use the dropdown menu on top of the column Status.

In the ID menu you can search for tasks if you know their ID. Separate the ID numbers by commas to
search for multiple tasks or separate by hyphen to search for a sequence of tasks. To see tasks of a

certain type, i.e. all update tasks, use the dropdown menu on top of the Task type field.

Tasks belonging to a specific part of the policy set or the BCP can be found by using the dropdown
menu over the column Activity. To make a search within a time interval, click the calendar icon on

top of the page.
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Task management

When a task has been created and allocated to a specific user,

Manage and view detailed status
information for all tasks

L Task M 1 Sta . . .
@ ok Manmasmam aa S you can at all times monitor its progress. To the left of the Task
Management menu, you will see an at-a-glance summary of all

“‘_i'-, IManage Tasks

Task status the tasks you set up.
“‘_; 25 Open tasks

%) 4 Tasks in progress
W 0 overdue tasks
¥ 0 Completed tasks
W) 2 Stand-by tasks

) 0 Dormant tasks

.lfi.-l Manage Tasks: View all your tasks irrespective of their status.

" Open tasks: Tasks that have been started and have not overrun their completion deadline.
" Tasks in progress: Tasks that an executor has notified as having been started.

W Overdue tasks: Tasks that have not been completed within the specified time limit.

L Completed tasks: Activities reported as completed by the persons responsible for carrying them

out.

ba Stand-by tasks: These tasks have been completed but are scheduled to be repeated at a later
date.

" Dormant tasks: Tasks which have been put on hold. This status removes the need to delete

completely any tasks that you may temporarily not require.

10
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Click on Manage Tasks to see all tasks.

© Tasks for the time interval: 29/04/2009 -> 31/05/2009 [Z| ﬁ:-
Show all ~ [ ] showal ~ Showall - [ & ¥ %

= Status v D Type Name Open date Deadline User [

= @ Overdue 1 Approve Please approve, 08/04/2009 08/05/2009 mst = i ¢

Policy text, Top Level
Information Security
Policy for ABC

= HOverdue 5 Approve Please approve, 08/04/2009 08/05/2009 mst =l ¢
Policy text, Scope

= ) overdue 9 Approve Approve, BCP 13/04/2009 13/05/2009 If =i i ¢
Section, 4.1. Crisis
situation

classification

*)'- Open 11 Update Update procedure, 29/05/2009 12/06/2009 If = i
Policy procedure,
Reporting of incident

or assumed incident

& ¥\ Open 12 Update Update procedure, 29/05/2002 12/06/2009 If [ i
Policy procedure,

Business continuity:

Click on the name of a column to sort it. To filter tasks, use the menus on top of the columns and

click the Filter icon. To remove a filter, click on the Remove filter icon.

If you only want to see tasks with a certain status, i.e. all overdue tasks, use the dropdown menu on

top of the column Status.

In the ID menu you can search for tasks if you know their ID. Separate the ID numbers by commas to

search for multiple tasks or separate by hyphen to search for a sequence of tasks.

To see tasks of a certain type, i.e. all update tasks, use the dropdown menu on top of the Task type
field. Tasks belonging to a specific part of the policy set or the BCP can be found by using the

dropdown menu over the column Activity.

To make a search within a time interval, click the calendar icon on top of the page.

Search for tasks belonging to a specific user, write (a part of) the user’s ID. You can use * as a
wildcard.

Send an e-mail to the users responsible for a specific task by clicking on the mail icon to the left of

the task.

11
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Gap management

When you have set up templates for your tasks, you can

‘ﬁ Create and manage tasks
% e e easily create tasks that remain to be completed or

templates and settings

delegated. Click on " Create batch from gaps to fill

is‘,; Create a new task

N ny holes in your compliance workflow.
'@ Create batch from gaps out any holes in your compliance workflo
‘\Lj, Task settings

% Task srchive

You can now choose whether you wish to create tasks

. § Batch create new tasks
based upon policy content, rules, procedures, strategy or | A
Select policy set:
é My Palicy Set =
the BCP. o

¥ Rules

¥ Procedures

¥ Strategy

ﬁ ¥¢) Business Continuity Plan

You can now tick the individual elements

@ Create new tasks for taskless policy procedures

' you wish to include. In the example to the

cedure  [Vlshow only Procedures with no related tasks

[CI Destruktion af pc'er og harddiske

right, there is a choice of different

TaskTemplate ¥} plaase approve

) Update procedure

procedures.

Which template should be used as guidelines for the task? By clicking on the template name, tasks

will automatically be created. Click on OK to return to the previous screen.

12
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Task archive

% Create and manage tasks

W Create and configure tasks,
templates and settings
% Create a new task
“"{",, Create batch from gaps

‘\Lj' Task settings

% Task srchive

Once the person in charge of supervising the
completion of a task has archived the task results these

can be accessed directly from the Compliance

Workflow main menu. Click on % Task archive to

access this function. You can filter your search using

@ and you can sort results according to module. By

clicking on #you can sort according to activity type.

= (=) Filter: Compliance Waorkflow, All activity types, Show all tasks
=

There are currently no tasks

13
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Reports

The compliance awareness module contains 6 predefined

'@ Reports

\El View reports and manage reporting report types. You can, of course, edit these or create your very
options
Reports own reports. To make reviewing the information as easy as

Report options
possible, much of the information is presented in the form of

graphs, bar diagrams and pie charts. More detailed information is presented in list or table form. A
report type consists of one or more report sections. You can select and sort these to your meet your

required specifications.

Click on Reports to choose a report type. You can

select a time interval for the report as well. By doing this, \f;’ Reporis

i Time interval: 2008-05-01 - > 2009-05-31 #

only tasks which are open within this interval will be L Control Overview Report

Overview report with status information on control in
the selected period
d|5p|ayed_ = Open Control Report
Report with all open and overdue controls in the
selected period
=% Control Activity Report
Detailed report with all control activity in the selected
period

': Control Responsibility Report
List selected control types by responsible persons

Report configuration

Click on Report configuration in the Compliance Workflow

R B s start menu. You will now be shown a list of the module’s

N % Manage Open Control Report
B e o standard report types. Clicking on any one of these will show
4} Manage Component-based Task Report
"R vanaga Tasks on Stategy you the contents of that particular report type.

%4 Manage Tasks on BCP

New report type

L]
To change the name or description of a |
report type, C“Ck On the editing penC” f, Repart type name 7 Policy Gap Report

Report type Description # Gverview and detailed information on policy items controls

enter your changes, and click on&d . You

Report Sections  missing policy content f 4 x
.. . . Missing policy rules 4 x
can delete an existing section in a report by wissing palicy procedure £ x

clicking on and edit the order the sections

Caontrol averview
Open contrals

are listed in by using the arrows

14
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Contact Information

- Further information is available by contacting Neupart

Europe North America
Neupart A/S United States
Hollandsvej 12 Neupart Inc.

2800 Lyngby 2553 Crescent St
Denmark Ferndale, WA 98248
Tel +45 7025 8030 Tel. 360-820-2545
Fax +45 7025 8031 Fax 360-392-6078
Neupart GmbH

Kaiserwerther Strasse 115
40880 Ratingen/Diisseldorf
Germany:

Tel. +49 (0) 2102/4209-26
Fax +49 (0) 2102/42062

Copyright © 2006 Neupart A/S. All rights reserved.
The author of this documentation is Neupart A/S. All information herein including text and graphics belongs to Neupart A/S unless stated
otherwise and is protected by copyright laws in Denmark and international agreements.

Permission to quote this documentation in its entire form or partly is given under the premises that no changes are made and that
information about this copyright is clearly stated on all copies. No material may be copied or distributed without explicit approval of
Neupart A/S. Neupart A/S preserves the right to - at any time and without warning — make changes and/or improvements in the products
mentioned.

Names of other companies and their products are or can be registered trademarks or trademarks that belong to their owners. Neupart and
SecureAware logo and the name “SecureAware” are trademarks belonging to Neupart A/S.

The documentation is provided "as is", without warranty of any kind, express or implied, including but not limited to the warranties of
merchantability, fitness for a particular purpose and non-infringement. In no event shall the authors or copyright holders be liable for any
claim, damages or other liability, whether in an action of contract, tort or otherwise, arising from, out of or in connection with the
documentation or the use or other dealings in the documentation. The documentation including graphics could contain inaccuracies or
typographic errors. Furthermore there are no guarantees regarding results achieved by using this information.

All rights not explicitly mentioned herein are preserved.
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