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About this document

A system administrator is a special role within SecureAware, and the primary tasks involve
general system management tasks. In a default installation the system administrator has
limited access to the SecureAware content and user database, these administration tasks are

the super users responsibility.

0 neupart



-

SecureAware’

Table of contents

Installation 3
Upgrade 5
Changing location of the database 6
[ (e o=To [N [ OO TR O PSR PPPRPRTPI 6
MS SQL / MYSQL AADASE. .....uueteveieeiiiiiitieiieieeeteteseeeeeeeseeeseseeeeeessesaessesssssssessssesssssssssssssssssssssssssssssnnns 10
Security 12
LI ToT=T TN S V) 1= oo 12
SECUIE COMMUNICAION ...t 13
Backup - Restore 20
Portals 23
Creating @ NEW POTLAL .....cooi i ——————— 23
INSLAIlING the ICENSE ..o 24
(oo T IR (o T £ TN LoV o T o - 25
General settings 27
Date formats 29
Mail server settings 30
System Administrators 32
LDAP (AD connection) 33
SELHNG UP LDAP ...ttt ettt e 33
Internet Information Server 37
SINGIE SIGNM DN s 39
Microsoft SQL Server 7, 2000 or 2005 41
Installation and upgrade on a Linux server 46
YT UYL= (LI ST ] o] o [0 o AP PP 50
Automatic log off 52
SecureAware logging capabilities 53
Contact Information 55



SecureAware’

Installation

Before you start the installation
Be sure that you have administrator access rights to the computer where SecureAware will be
installed. On newer Windows installation you need to start the installer with the option ‘“Run as

administrator”.

Special SecureAware settings
If you have special requirements about the SecureAware installation, you need to apply these after

the installation.

Installing SecureAware from a download

When the SecureAware installer is downloaded from the Internet, it will be a either a single file
installation application, or the compressed zip file with all the files from the installation CD (includes
all setup files and manuals)

To start the installer you need to locate and execute the sainstall.exe file.

Installing SecureAware froma CD
The SecureAware installer will automatically start when the SecureAware CD is inserted into the
computer. If auto start is disabled, you will need to locate and execute the sainstall.exe file on the

CD.

The installation procedure
The SecureAware installation application should guide you through the full installation which
includes:
e Accepting the End user license agreement
e Checking the Java version
0 Downloading the java installer if not present locally
0 Running the java installer
e Checking Tomcat web server
0 Downloading tomcat installer if not present locally
0 Running the SecureAware tomcat web server installer

e Downloading the SecureAware application installer if not present locally
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Running the SecureAware application installer
Registering the SecureAware service and installation cleanup

Starting a local browser to finish the installation online

When the browser opens at http://localhost:8080, you will see a screen displaying “Welcome to

SecureAware. The application is currently in management mode.....

Note:

Click ¥ ‘Continue the installation or the upgrade’

Database initialization will begin™ . Wait for the message: “The Database was successfully

upgraded. Click ‘Return to SecureAware’ (this will log you in as System Administrator)
Upload the license file that you received from Neupart and click ‘Upload’

Log out and in as superuser (Login: su password: snRt!32w) and accept the End User License

Agreement.

The license files are named with a combination of the client company name, the product modules

and limitations in the license, expiration date and a “.lic” files extension.

Note that the license validation code and signature will be broken if any information within the file is

changed, so special care should be used when handling the license file. E-Mail servers are known to

change attached documents, so when transporting the license with emails, we will wrap the file in a

container - like a zip compress archive.

Note that zip wrapped license files need to be unpacked before they are uploaded to SecureAware.
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Upgrade

Backup your installation before doing the upgrade
Before upgrading a SecureAware installation, please endure that you have the option to roll-back the
upgrade and continue with your current SecureAware version. In a standard installation

SecureAware files are located in two folders:

Application and configuration in C:\Program Files\Neupart\SecureAware3

Database in C:\Windows\Database

Before making a full copy of these folders, you need to stop the SecureAware3 service. This will

ensure that the database files are closed and not used by the SecureAware application.

Upgrade from earlier versions than 2.0.2 -please contact Neupart at support@neupart.com for

upgrade instructions

Upgrade to version 3.7.0

Please use this guide to upgrade SecureAware to version 3.7.0.

e Stop the SecureAware service and backup your database.

o Stop the IS (if this is used).

e Download SecureAware version 3.7.0 following the link you received in the release mail from
Neupart.

e Execute the installation program

e  When you click "Finish" at the end of the installation process, SecureAware will open in your
browser.

e Click "Continue the installation or upgrade.

e Type the upgrade password snRt!32w and click OK

¢ When the database upgrade has ended, click "Return to SecureAware".

o Start the IIS (if this is used).
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Changing location of the database

In some situations it can be useful to change the location of the SecureAware database. For
example, when you want to locate the database separate from the application installation. To do so,

you must have administration privileges on the computer where SecureAware is installed.

Procedure

To change the location of the SecureAware database, do as follows:

1. Confirm that the SecureAware Service is stopped. If the Service is running, it has to be stopped
before going any further.
When the ‘Secure Aware Service’ is stopped, you should make a database backup, before

proceeding.

The SecureAware database contains 8 files, and is placed in the folder C:\Windows|Database

@ database o =] s
Filer Rediger %is Foretrukne  Funkbioner  Hieelp | !';'
\_/l Tilbage: ~ \J - ? /: ) sg ||~ Mapper

Adresse |5 C:UWINDOWS | database B

za.log
Tekstdakument
1KE

% T 3 zalck
Fil- og mappeopgaver S = | oAl
1KB
‘.;_} Opret en ny mappe
@ Udgiv denne mappe ps

‘wiorld Wide: Web

h‘? [l denne mappe

5a,5cripk
SCRIPT-fil
8.509 KB

sa.propetties
PROPERTIES-fil
1KE

sadoc.log
Tekstdokument
1KE

sadoc, lck.
5 Lkl
Andre placeringer £ 1KB

() WINDOWS

D Dokumenter

._J Denne computer
i.3 Netveerkssteder

sadoc.properties sadoc.script
PROPERTIES-Fil E SCRIPT-fil
1KE 1.425KE

ENGIENE

Detaljer

After you have made your backup, you can move the destination of the database.

Move the 8 files to a location of your choice, and then write down the path to the files.
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SecureAware needs to know where the database is located, so you have to manually make a few
changes in one of the SecureAware configuration file named ‘catalina.properties’. It is located in

C:\Programs Files\Neupart|SecureAware3|conf as shown below.

SProgram Files\NeupartASecureAware3bconf
© File Edit View Favoites Tools Help

Qe - © - ¥ |)T‘ Search

{ fddress | C:A\Program FilestWeupantiS ecursAnars Btcanf v| B s

' Folders

Search Companian x 3

— X catalina.policy
Caiding FOLICY File
! TKE
catalina properties ik2 propsties

PROPERTIES Fils

PROPERTIES File
1KB

web. sl
<ML Document
EHKe

@5y o
What da you want to hiL Document
search for? 1ke

Picturas, music, or video

Documents {word
processing, spreadsheet,
Y]

&l Files and Falders
Printers, computers, or
people

@) Information in Help and
Support Center

You may alsowant to. .,
&) Search the Internet
Change preferences

Before you make any changes in the configuration file ‘catalina.properties’ you should make a backup

of the original file. Open the ‘catalina.properties’ file in a text editor.

E‘- catalina_properties - Notepad

File Edit Format Yiew Help
# Secureaware database connection settings

## HypersonicsoL

hibernate.dialect org.hibernate.dialect.HsoLDialect
hibernate. connection.driver_class org.hsqldb. jdbcoriver
hibernate. connection.username sa

hibernate. connection. password

hibernate. connection.ur1 jdbc:hsgldb:.. sdatabasessa

document. dialect org.hibernate.dialect.HsqLDialect
document. connection.driver_class org.hsgldb. jdbcpriver
document. connection.username sa

document. connection. password

document. connection.url jdbc:hsgldh:. . fdatabase/sadoc

## MS SQL Server

#hibernate.dialect org.hibernate.dialect.sgLServerbialect

#hibernate. connection.driver_class net.sourceforge. jtds. jdbc. Driver
#hibernate. connection. username secureaware

#hibernate. connection. password secureaware

#hibernate. default_schema dbo

#hibernate.default_catalog secureaware

#hibernate. connection.url
jdbc:jtds:sglserver://Tocalhost:1433/secureaware; tds=8. 0; lastupdatecount=true

#document. dialect org.hibernate.dialect. sqLserverpialect
#document . connection.driver_class net.sourceforge. jtds. jdbc. oriver
#document . connection. username secureaware

#document. connection. password secureaware

#document. default_schema dbo

#document. default_catalog secureaware

#document . connection. url
jdbc:jtds:sglserver://Tocalhost 11433 /secureaware; tds=8. 0; lastupdatecount=trua

## MysoL
#hibernate.dialect org.hibernate. dialect.MysqLInnoDBEDT alect
#hibernate. connection.driver_class com.mysgl. jdbc. Driver
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In the ‘catalina.properties’ file, are there two lines there point to the location of the database. Those
two lines are shown below in red, and the database is highlighted with yellow.

## HypersonicSQL

hibernate.dialect org.hibernate.dialect.HSQLDialect

hibernate.connection.driver_class org.hsqldb.jdbcDriver

hibernate.connection.username sa

hibernate.connection.password

hibernate.connection.url jdbc:hsqldb:../database/sa

## HypersonicSQL Document Database
document.dialect org.hibernate.dialect.HSQLDialect
document.connection.driver_class org.hsqldb.jdbcDriver
document.connection.username sa
document.connection.password

document.connection.url jdbc:hsqldb:../database/sadoc

It’s optional to use relative or absolute paths.

If you chose to use relative paths, the start in folder ‘system32’ under ‘Windows’. In both cases you

have to use the forward slashes (/).

One example: if you want to place your database in the following directory and want to use absolute

paths:

C:\newmap\secureawares|

Below you can se the changes in the two lines in the ‘catalina.properties’ file. Note the change from

back slash (\) to forward slash (/).

First line:
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hibernate.connection.url jdbc:hsqldb:../database/sa

- change to

hibernate.connection.url jdbc:hsqldb:c:/nymappe/secureawares3/sa

Second line:

document.connection.url jdbc:hsqldb:../database/sadoc

- change to

document.connection.url jdbc:hsqldb:c:/nymappe/secureaware3/sadoc

When the changes are made, save the ‘catalina.properties’ configurations file and close the file.

Star the SecureAware service again. You can now connect to SecureAware with the browser.
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MS SQL / MySQL database

SecureAwares uses as default a HypersonicSQL database . If you want to use MS SQL or MySQL

instead, please follow this guide.

When SecureAware is installed, stop the
service and find the configuration file
catalina.properties in
C:\Programs\Neupart\SecureAware3\conf
This file is the one SecureAware uses to

communicate with the database. Open the file in

& conf =10l x|
Fler Rediger Wis Foretrubne  Funkbioner  Hicslp | o
@Tilbage - u - ﬁ | /: 'Sgg || Mapper ‘-

Adresse [ C\Programmer|fleupartiSecurefinare3icont s

catalina.policy

Fil- 0og mappeopgaver & BOLICY-Fi
7KB

/’ Catalina

29 Opret en iy mappe

&) Udgiv denne mappe pd
World Wide Web

|a? Del denne mappe

Fatalina, properties;
PROPERTIESFI !
BEE

k2. properties

]PROPERTIES-FM

1KB

% web.xml

#ML-dokument
S KB

== 2

server,xml
KML-dokument
1EKE

A

Andre placeringer ES

a text editor.

Below the content of the file is shown. Start with commenting out (put # in front of each line) the 10

lines referring to the native Hypersonic SQL database. Now remove the # in front of the lines

referring to the database you want to use. Below you will see which information you will have to add

(explained in blue to the right of each line).

# SecureAware database connection settings

## HypersonicSQL

hibernate.dialect org.hibernate.dialect.HSQLDialect
hibernate.connection.driver_class org.hsqldb.jdbcDriver
hibernate.connection.username sa
hibernate.connection.password

hibernate.connection.url jdbc:hsqldb:../database/sa

document.dialect org.hibernate.dialect.HSQLDialect
document.connection.driver_class org.hsqldb.jdbcDriver
document.connection.username sa
document.connection.password

document.connection.url jdbc:hsqldb:../database/sadoc

## MS SQL Server

#hibernate.dialect org.hibernate.dialect.SQLServerDialect
#hibernate.connection.driver_class net.sourceforge.jtds.jdbc.Driver
#hibernate.connection.username secureaware
#hibernate.connection.password secureaware
#hibernate.default_schema dbo

#hibernate.default_catalog secureaware

(database username)

(database password)

(database name)

10
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#hibernate.connection.url jdbc:jtds:sqlserver://localhost:1433/secureaware;tds=8.0;lastupdatecount=true

#document.dialect org.hibernate.dialect.SQLServerDialect
#document.connection.driver_class net.sourceforge.jtds.jdbc.Driver
#document.connection.username secureaware
#document.connection.password secureaware
#document.default_schema dbo

#document.default_catalog secureaware

#document.connection.url jdbc:jtds:sqlserver://localhost:1433/secureaware;tds=8.0;lastupdatecount=true
## MySQL

#hibernate.dialect org.hibernate.dialect. MySQLInnoDBDialect
#hibernate.connection.driver_class com.mysql.jdbc.Driver
#hibernate.connection.url jdbc:mysqgl://localhost:3306/secureaware
#hibernate.connection.username secureaware

#hibernate.connection.password secureaware

#document.dialect org.hibernate.dialect.MySQLInnoDBDialect
#document.connection.driver_class com.mysql.jdbc.Driver
#document.connection.url jdbc:mysql://localhost:3306/secureaware
#document.connection.username secureaware

#document.connection.password secureaware

(url for the database)

(database username)

(database password)

(database name)

(url for the database)

(url for the database)
(database username)

(database password)

(url for the database)
(database username)

(database password)

Save your changes and start the SecureAware service again. Remember to back up the configuration

files. You will need them for future upgrades of SecureAware.
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Security

The SecureAware application implements different security features that, combined, provide a
service to hold both private and publicly available information. The security system in SecureAware
was designed to be highly configurable, so the application can meet requirements in the different
environments where it is used.

The SecureAware application operates in a standard java servlet container within a web server and,
in the standard installation, uses unencrypted http communication between the clients and the
server.

If required the communication can be wrapped in certificate driven SSL encryption and will also
operate over VPN tunnels.

Each portal in a SecureAware server can be configured to operate in different security modes from
public systems with anonymous access to a fully private system that requires authentication before
any content can be accessed.

This document will describe all the different parts that make up the SecureAware security system.

Customer License

The SecureAware application contains a license system, where most of the functionality requires an
installed license “key”. The license also controls the available languages, number of users, and the
number of separate portals.

The different modules in SecureAware are enabled by uploading a valid license, which is an XML text
file. The file contains information about the activation period, to whom the license is issued, the user
and portal limitations, and which modules and languages the license grants access to. The file must
also be signed with both the SecureAware product key, and a key that is generated for each

customer.
License key system

The key system is based on a secure private-public key system, where only the public keys are
present in a customer installation. The public keys can be used to unencrypt and verify a license, but
cannot be used to change, generate or sign licenses. The private keys are located in a special license

generator and will not be available outside of Neupart.

12



-

SecureAware’

License file

In a SecureAware installation the license is uploaded to a portal using the special built-in system
administrator account, and a single server installation can operate multiple portals (each with its
own license or the same license if multiple portals are granted within the license). The company
information within the license is used in the portal and reports generated by the application.

The license files are named with a combination of the client company name, the product modules
and limitations in the license, expiration date and a “.lic” files extension.

Note that the license validation code and signature will be broken if any information within the file is
changed, so special care should be used when handling the license file. E-Mail servers are known to
change attached documents, so when transporting the license with emails, we may wrap the filein a
container — such as a zip compressed archive.

Note that zip wrapped license files must to be unpacked before they are uploaded to SecureAware.

Secure Communication

In a SecureAware installation there are a number of independent systems that need to
communicate, and in a standard installation these communication channels are not encrypted. Since
the application typicallyoperates in a protected environment (such as an internal company network),

the standard configuration will be appropriate for most installations.

Client server communication

All clients use a standard web browser to communicate with the SecureAware application, and the
standard protocol is http. This communication can be changed to the SSL encrypted https protocol
supported by most browsers, and this is typically implemented using a proxy web server like Apache
or Internet Information Server. The proxy then handles all client communications and all proxy
requests to the servlet engine running the SecureAware application.

For stronger encryption the http or https communication can be wrapped in an encrypted tunnel
provided by services like VPN or SSH.

Using a front-end web server also enables external user authentication, where the users are verified
by the front-end server and the user credentials are passed along with the request to log into
SecureAware. This enables SecureAware to be part of a single sign on system. A full description of

this setup is included in this document.

13
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Application to database communication

The SecureAware application is able to use different back-end database storage engines. The
standard installation works with a java based engine that operates within the same virtual
environment so all database communication is protected within the engine.

In installations where external database providers are used, the application uses standard JDBC
connections, normally based on a TCP/IP communication. The exact communication is vendor
specific, but most likely the communication can be protected with certificates and encryption, or by
tunneling all communication through a secure channel, like VPN.

Protecting this communication will impact the performance of the application, and because the
communication is most likely inside a single server or within a secure net segment in the server area,

this protection is most likely not needed.

LDAP user authentication

The SecureAware application can operate in a secure mode where an external user directory is used
with the LDAP protocol. In a standard installation unencrypted LDAP protocol communication is
used, but the SecureAware implementation supports the SSL encrypted version of the LDAP
protocol, and like the other communication this can be tunneled for extended security.

Protecting this communication will not have significant impact on the SecureAware performance as

the user authentication is only performed once for each user session.

Web service communication

As with the client communication, the web service clients use the http protocol but can be protected
with the SSL encrypted https protocol.

The Screen Saver application uses http to retrieve information, and as this information is intended

for public display the communication is not encrypted.

Portal Security modes

The SecureAware system supports different security modes, so system administrators can select the
appropriate one for their environment. Basically the modes configure access for anonymous, internal
and external defined users. Users are able to authenticate using different systems including form

based prompts, cookies, URL parameters, and external authentication.

Protected Mode

Anonymous and SecureAware internal users.

14
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In protected mode, some parts of the portal are available to anonymous users with no
authentication, and some parts of the application are available to users defined in the SecureAware
application. A user is able to switch between the anonymous and authenticated state with the login

and logout buttons on the portal. This mode is the default for a new installation.

Public Mode

Anonymous, non-validated, and SecureAware internal users.

This mode is equal to the protected mode, except that it also allows users to identify themselves to
the system without real authentication. In this setup users are able to gain access to some parts of
the application by providing some unique information, like a user ID or an email address. This mode is
equal to SecureAware version 2.0 and older releases. Users that provide unknown user ID’s will be

created on the fly and gain access to the application.

Private Mode

SecureAware internal users only.

This mode is more restrictive, and unauthenticated users are prompted for user authentication
before they can access any information within the portal. Only users defined in the internal user

database will be granted access.

Mixed Protected

Anonymous, external, and SecureAware internal users.

This mode extends the protected mode with users defined in an external directory, and the directory
must support the standard LDAP protocol. When a user is authenticated from the external provider
for the first time, they will be created in SecureAware with an access profile matching the roles they
have in the external directory. The external users will not be created as internal users, but with a
setting so they can, in the future, be authenticated using the external provider, which precludes the
need for password synchronization.

In Mixed Protected Mode the authentication can also be moved to a front-end web server, which

enables a single sign on environment.

Mixed Private

External and SecureAware internal users.

15
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This extends the restrictive private access mode with users from an external directory provider. This
mode, or the Mixed Protected mode, will probably be the preferred mode for most companies, as
this requires the least administration of users.

In Mixed Private Mode the authentication can also be moved to a front-end web server, which

enables a single sign on environment.

User Authentication

The application has a built-in user access control system, where users are granted access to parts of
the application based on a role system. The authentication is performed against an internal user
database or an external access provider like Microsoft Active Directory.

SecureAware functionality can be publicly available or protected by the authentication system. Users
are able to authenticate using different systems, but normally an authentication form is used where

the user is able to supply a user id and password.

Anonymous access

When a SecureAware portal is in a security mode that allows anonymous access to parts of the
application, new users will not be presented with a login form. Users are able to browse all public
information, but all functionality that requires user identification will be disabled or hidden.
Anonymous users are able to change status using the login button, which will show the standard

authentication form.

Standard Authentication Form

The standard authentication form can be shown in two modes, either with a clear background or
with the menus that provide access to the public parts of the application. The standard form enables
the user to provide information (user id and password) for internal or external authorization. The
information provided is used to create a calculated hash, as the SecureAware application does not

store user passwords.

Public Authentication Form

The public authentication form does not require a password, so the application might not be able to
authenticate the user but only provide a unique handle for identification. SecureAware can be
configured to allow these identified unauthenticated users to gain access to functionality that

normally requires authentication, such as feedback and quizzes.

16
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Parameter based authentication

Authentication or identification can also be performed using parameters provided in an URL for
“get” requests, and http parameters in “post” requests. This can be used to integrate the
SecureAware user system with other applications, or with agent and automation systems.

A userid is required and, if a password is provided, the application will try to authenticate the user. If
an email address is provided, the user will be identified.

Special care should be taken with this authentication scheme, especially if the authentication

includes a password as this information can be stored in cache, recently used links etc.

Front-end authentication
In the 2 mixed mode settings, you are able to use a front-end web server to make the authentication
and the pass the credentials to SecureAware. Detailed information about this setup is found in the IIS

Guide.

Resetting system administrator passwords

Users that are defined using an external authentication provider are fully managed in the external
system. Internal SecureAware users are only defined within SecureAware and are managed with the
SecureAware User Manager. If a password for a System Administrator is lost, a special manual

password reset procedure is needed.

1. Stop the SecureAware Service, which ensures that we have exclusive access to the data in
the database. SecureAware is able to use multiple database providers so the exact access to

the database content can be different, but the basics in this procedure are the same.

2. When the Service is stopped, you need to locate the SecureAware Database. In a standard
SecureAware installation the database is located within the C:\windows\database folder and
the data file is named sa.script. If another database is used, you are able to see the database
connection specification in the catalina.properties file in the SecureAware configuration

folder at C:\Program Files\Neupart\SecureAware3\conf.

3. Open sa.script with in a text editor. Other database vendors provide tools to access the data
within the database. Depending on the size of the database the open process can take some

time.

17



SecureAware’

4. Inastandard SecureAware you start a search in the editor (normally selecting a menu or

pressing CTRL-F) and search for the text “INSERT INTO SA_GUIPORTAL”. One or more lines

will be found, one for each portal defined in the SecureAware application.

B sa - WordPad
File Edit Yiew Insert Format Help

Dz & #4 ¥ B B

INSERT INTO SA GUIPAGETABPAMNES VALUES (36,9, ' AwrIntroPane',100,TRUE,'','/user/pane/users' NULL) 2
INSERT INTO SA GUIPAGETABPANES VALUES (37,9, ' AwrCuizPane', 200, TRUE,'','/user/pane/users', NULL)
INSERT INTO JA GUIPAGETAEPANES VALUEZ (38,9, ' AwrEducationPane' 300, TRUE, '' ' /fuser/pane/ users' ,NULL)
INSERT INTO SA GUIPAGETABPANES VALUES (35,9, ' AwrResultPane', 400, TRUE,'','/user/pane/users', NULL)
INSERT INTO 54 GUIPAGETAEPANES VALUES (40,26, 'SectionUserPane’' ,300,FALSE, ' /compliance/head/sectionconten
INSERT INTO SA GUIPAGETABPANES VALUES (41,52, 'AccessPane', 150, FALSE, '/policy/pane/access' ,NULL,NULL)
INTO SA =y £ FiU0!', ' Secureliware’' [ 'defaulc' 4,0,0,0,NULL,
INSERT INTO Si GUIPORTALMODULES WVALUES (1,100
INSERT INTO 3A GUIPORTALMODULES WALUES(1,110)
INSERT INTC 5S4 GUIPORTALMODULES WVALUES (1,200
INSERT INTO Si GUIPORTALMODULES WVALUES (1,300)
INSERT INTO 5A GUIPORTALMODULES WALUES (1,320)
INSERT INTC Si GUIPORTALMODULES WALUES (1, 3400
INSERT INTC SA GUIPORTALMODULES WVALUES (1, 360)
INSERT INTO 5A GUIPORTALMODULES WALTES (1,400)
INSERT INTC Si GUIPORTALMODULES WALUES (1, 900)
INSERT INTC 5S4 GUIPORTALMODULES VALUES (1,210) v

(___-“___ A ) R Ay T R L R 2 _—

JFor Help, press FL

5. The 3rd parameter is the name of the portal, and you now need to locate the portal for which
you want to reset the user. The 1st parameter is the system ID of the portal which we need
when finding the correct user. If the SA account needs to be reset you should use the default

first portal (normally ID 1).

6. Now you need to search for the user, use the search string “INSERT INTO SA_USRUSER” to
find the user records. The 2nd parameter is the user login name, so you need to locate the
user with the name you want to reset. PLEASE NOTE that there can be more than one user

with the same name!
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File Edit Yiew Insert Format Help

Dl S # FBE -

INSERT INTO 34 USRETOCLEARLINEROLE WALUES (1,Z)

INSERT INTO 34 USRETOCLEARLINEROLE WALUES (Z,4)

INSERT INTO A USETOOLEARLINEROLE VALUES (3,4

INSERT INTO 34 USRTOOLEARLINEROLE VALUES (4, 5)

INSERT INTO SA USRTOOLEARLINEROLE WALUES (5, 5)

INSERT INTO SA USRTOOLEARLINEROLE WVALUES (6,5)

INSERT INTO SA USRTOOLEARLINEROLE WALUES (7,5)

INSERT INTO 34 USRTOOLEARLINKROLE WALUES (S, 5)

INSERT INTO 34 USRTOOLEARLINEROLE WALUES (9, 5)

INZERT INTO 34 USRTOOLEARLINEROLE WVALUES (10, 4)

INZERT INTO 34 USRTOOLEARLINEROLE WALUESZ (11, 5)

INSERT INTO 34 USRTOOLEARLINEROLE WALUES (1Z,4)

INSERT INTO 534 USETOOLEARLINKROLE VALUES (13, Z)

INSEET IL B L WALUES (1, Z : 8 2w Adwinistrator', 'han.sc ate. W
INSERT INTO 3A USRUSER VALUES (2, 'su', '-794539518"' , ' Superuser', 'han.scottfavi.state.wa.us', 'en-1U3' , FALSE
INSERT INTO 34 USREUSER VALUES (3, 'han.scoct','35041791', 'Han Scott','han.scott@awi.State.wa.us','en—US',_
INSERT INTO 3A USRUSER VALUES (4, 'clark.wood','1535346755','Clark Wood','clark.wood.avi.state.wa.us', 'eng,

|

210 b
BFor Help, press F1

7. When the correct user record is found, you need to overwrite the password hash, which is
the 3rd parameter. The hash needs to be set to '-794539518' which is the default

SecureAware password. Note that this is a text value so it must be enclosed in apostrophes.

8. Save the changes and restart the service, you should now be able to log into SecureAware

with the standard SecureAware password: snRt!32w .
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Backup - Restore

It’s recommended to make a daily backup of your SecureAware database, in case data becomes
corrupted or is erased by accident.

If you are using a non-standard SecureAware configuration, it’s recommended also to have a backup
copy of the configurations file.

This article describes how to make a daily backup, and how you restore your database again.
Backup and restore of a Standard SecureAware installation

Backup
To ensure database consistency, the SecureAware service must be stopped before backup. In
Windows, this is done either using the Windows Service Manager or the SecureAware Manager.

Make a copy of the files in the Database folder. In version 3.x.x it should be 8 files.

Database location
In a standard SecureAware installation the database is placed in
C:\Windows|Database|
Note: That the Windows map are named “Winnt” in some version of Microsoft Windows.

Important: Save the database in a secure place.

Restore
Stop the SecureAware services. Overwrite your database with the backup database.

Start the SecureAware Service again.

Bat file for automatic backup of your SecureAware database

Following is a description of how you can make an automatic routine, to help you with making your
daily backup. It’s very helpful if you are using a server installation.

You can make a bat file, that stops the SecureAware service, makes a backup of the database and

then starts the SecureAware service again.

Note: If your SecureAware installation or your database is not installed in the standard location, you

have to modify the paths in the bat file accordingly.
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Open a text editor, for example Windows Notepad.
Copy the text below, into the document.

Save the file as <Name>.bat

@echo off

Rem Variable declaration

:: variables

Rem Destination directory

set drive=C:\Backup\

set backupcmd=xcopy /s [c/d [e [h [i [r [k [y

Rem SecureAware installation directory source
set folder="C:\Program Files\Neupart\SecureAware3"
Rem Database folder source

set backupfolder="C:\windows"

echo ### Backing up your SecureAware %folder% database directory...
call #folder%\bin\stopsa.bat
Zbackupcmd? "%backupfolder¥\database" "%drive%"

Rem start SecureAware again

call %folder%\bin\startsa.bat

With Microsoft Schedule Task manager you can set a job to start after work time, so you are not

disturbing any SecureAware users.

Backup and Restore of a Non-standard SecureAware installation

In a non-standard SecureAware installation, we suggest that you read the manufacturer
recommendations for backing up and restoring data on your specific type of database system.
It’s a very god idea to make a single backup of your configuration files, if you are using a non-

standard configuration, or if you have changed the default configuration. For example, if you are

21



SecureAware’

using a differing database location than C:\windows\database which is the standard, or if you are
using an other database, for example a SQL database.

The configuration files are placed in ..||Neupart|SecureAware3|conf folder.
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Portals

SecureAware 3 allows one or more independent portals running within the same installation. These
can be useful for very large organizations with many departments/locations requiring separate
policies. SecureAware can centrally manage the entire organization with one database.

By default there is a single portal called “SecureAware”. This portal cannot be deleted, and it is

shown as long there are no other matching aliases.

Creating a new portal

You must be logged in as user SA (system administrator) to manage portals. Click on the portal

management icon.

Aware e 4 %

Awareness programmes

No active programmes Be aware!

Completed awarenass AwAreNASE NFNAFAMMEAS Aré MeANt tn raiss AWAreNASE CANCArninn saciriby

To create a portal, click “Create new portal”.

Type a name in the Portal title field. The Portal title is shown in the browser title bar. In this example,

the name is ”Test”.

Type a Portal host name. The name can be a host name or DNS name. In this example we are using

the name “secureaware.test”
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Portal general settings
Portal title | |

Portal host name | |

(1.e. the domain host name clients use to access a portal, such as
secureaware or Www.secureaware. mycompany.com)

’ Create H Cancel ]

It can take a couple of minutes before the portal is created. Click “Back” when the portal is created.

created.

Installing the license

Portal Manager
& test

% *SecureAware

ﬁcreate new portal
%De\ete a portal

Application Portals

This application uses the concept of individual Internet informaticn portals, each operating within their own
scope.

Portals are identified and selected by a host name. A portal can have multiple aliases. One portal on a server can
be defined as default, and this will serve all requests for host names not defined in the portal and alias lists.
Each portal requires its own license, and operates as if it were deployed on its own dedicated server. Hosting

multiple portals on the same server reduces the hardware overhead, and makes it easier for the system
administrator to manage all the installations.

Select the License manager icon.

Test
B Add

SecureAware
& Add

System Administrators
0’ When you create a portal, a system administrator account is automatically created with a standard name and

nacewnrd Hara unii ara shla ba dalata iinwantad euctam adminictratar a~rainte and calart fram which narkale 3
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The License Management menu will show.

i\-’l! ;%%&%

Select portal:

" NEUPARTEND USER LICENSE AGREEMENT

es

A This Neupart End User License Agreement ("Agreement”) is made between You, being a private or corporate entity ("Company") , and Neupart A/S
("Neupart"), 3 Danish incorporated located at Hollandsvej 12, 2800 Lyngby, CVR number 26 29 50 92 to license Neuparts Software under the terms
and conditions of this Agreement. Any use of Neuparts software & products is subject to the terms and conditions that follow. If Company do nat
aaree to these license terms. Companv mav not install nor use Neuparts Software and Companv shall return Neuparts Software to the seller. The

Read the Neupart end user license agreement (EULA).

Select the portal. In this example, are we using the portal “Test”.

\"ll x&ﬂ&%

License Information
No License are uploaded for this portal, upload a valid license to enable the application functionality.

Select portal:
Test
SecursAware

upload new license :
I have read the Neupart End User License Agreement and agree to the terms and conditions.

[ Browse_ ][ Upload ]

Check the box indicating that you have read the EULA (Important: This must be checked before the
license key can be installed). With the Browse button, find your SecureAware license file and click the

upload button.

Log in to the new portal

To use your new portal, you must make the portal “visible” to the browser. This can either be done

by configuring your alias name in a DNS server, or by configuring your local host file.

Important: The local host file is B hosts - Notepad EBEX
File Edit Format View Help
norma”y On]y used for test purposes, ﬁ Copyright (c) 1993-1999 Microsoft Corp.
# This is a sample HOSTS file used by Microsoft TCP/IP for windows.
. . . #
SUCh as runnlng the apphcatlon on your # This file contains the mappings of IP addresses to host names. Each
# entr%f should be kept on an individual line. The IP address should
# be placed in the first column followed bg the corresponding host name
local Computer. # The IP address and the host name should be separated by at Teast aone
# space.
#
# Add'it'iona'l'la/, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a "#° symbol.
#
# For example:
##
# 102.54.94.97 rhino. acme. com # source server
# 38.25.63.10 X.acme. com # x client host
127.0.0.1 localhost
. 127.0.0.1 secureaware. test
Important: The IP address should point
to the server where SecureAware is
£ | &
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installed.

In this example, it is a local installation.

In the browser, type http://Aliasname:8080 where alias name is the name of the portal. In this

example, it is “secureaware.test”.

Port 8080 is the default port in SecureAware. If another port is desired, see the SecureAware

Technical Whitepaper.

Alogon screen will now open. Type “SA” for user ID

Enter your unigue user identification and password to

and default password ‘snRt!32w’. Sl R

the System Administrator account to uploa
valid license.

User ID | |

Password | ]

In the browser title bar, you can see if you are in the right Portal. The portal alias name should appear

in the browser title bar. In this example, ’Test” appears in the title bar.

r’:; Test 3.1.3 - Windows Internet Explorer

—

@-.\— yo i-_"_ http: Adzecureaware test: 8080/ setting/portalz ?portalD=2

File Edit ‘iew Favoites Toolz Help

The new portal is now ready for use.
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General settings

General settings are managed by clicking the portal name, and then “Portal general settings”

% Portal general settings

% Portal security and LDAP settings
% Reset Super User password

% Portal Date Format

% Mail Server Settings

% Transfer module content

% Portal general settings

Show version # ves

ortal title  # SecureAware

Portal Alias Names = pdd

Languages € British English
@ pansk
@us English

Max document database size (MB) # 100

Allow user to select prefered target group # No

Portal title

The name of the portal as it is shown in the browser’s title bar.

Show version
This determines whether or not the version number should be shown in the browser. It can be

turned off for security reasons by selecting “NO”.
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Portal Alias Names
This is related to the Host (Server name), the name for the portal shown in the browser. A portal can

have one or more aliases, but each alias can only refer to one portal.

Languages

Enable/disable the text languages included in your license file.

Max document database size (MB): It is possible to alter the amount of space you wish to allocate to

the document database.
Allow user to select preferred target group: As standard, a user is able to change his or her

preferred target group. Users can be denied this option by selecting ‘No’ by the Allow user to select

preferred target group option. Note that this in itself is not a access-limiting procedure.
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Date formats

How dates are displayed in SecureAware can be managed by clicking the portal name, and then

“Portal Date Format”

% Portal general settings

% Portal security and LDAP settings
% Reset Super User password

% Portal Date Format

% Mail Server Settings

% Transfer module content

Configuration of the date format can be changed by clicking the pencil icon next to the language

name.

Portal Date Format
Dansk (22-10-2008) # dd-MM-yyyy

British English (22/10/2009) # dd/MM/yyyy

Deutsch (22.1 ) # dd.MM.yyyy
2) # yyyy-MM-dd
Norsk (22.11 ) & dd.MM.yyyy

US English (10/22/2009) [M/dfyyyy | @ &

Save your configuration by clicking the OK button.
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Mail server settings

Mail server settings can be managed by clicking the portal name, and then “Mail server settings”

% Portal general settings

% Portal security and LDAP settings
% Reset Super User password

% Portal Date Format

% Mail Server Settings

% Transfer module content

The Mail Server Settings screen in the Portal Manager lets you configure which settings you wish
apply when emails are sent from SecureAware to users. The two fields at the top allow you to enter
the mail server’s name and address. As a default setting, the mail server port number has been set at
25. This can be changed if you wish to use a different port. Should you choose this option, you can

also enter a short description of this new mail server.

If no sender address is entered in the ‘From email address’ field the sender address (as seen by the
recipients of the email) will be that of the system administrator. If no system administrator email

address has been given, the sender address seen by recipients will be secureaware(@neupart.com.
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Emails sent from external addresses on internal systems can cause problems and therefore this

practice should be discouraged.

As a default setting, SecureAware is set to run on port 8080.
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System Administrators

For each Portal, there will be one or more System Administrators (SA). System administrators are

managed by clicking the System Administrator icon as shown below.

_Eb Aware

Awareness programmes

Be aware!

No active programmes

Completed awareness Awareness programmes are meant to raise awareness Concerning securty.

You can delete all System Administrators except for the default one, or assign System Administrators

to one or more portals.

Ksa : Test
& add
sa . SecureAware
& add
P System Administrators
.@' When you create a portal, a system administrator account is automatically created with a standard name and
password, Here you are able to delete unwanted system administrator accounts, and select from which portals a

system administrator account is able to login. It is recommended that you only have a single system administrator
account and limit this account to only login from a minimal number of portals.

To assign more Portals to a System Administrator (SA), select “Add” and choose one of the portals in
the role menu.

You can deselect a portal or SA, by clicking the red X.
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LDAP (AD connection)

The SecureAware application can operate in a secure mode with an external user directory using the
LDAP protocol. In a standard installation, unencrypted LDAP protocol communication is used, but
SecureAware also supports the SSL encrypted version of the LDAP protocol, and like other
communication this can be tunneled for extended security.

SecureAware uses LDAP for handling users with Microsoft Active Directory (AD).

When a user is authorized by the server for the first time, they will be included in SecureAware with

an access profile similar to what they have from the AD server.

Users can then log into SecureAware without being included as users within SecureAware, as long as

they are validated by the LDAP provider each time.

Setting up LDAP

You must be logged on as SA (system administrator) to manage LDAP settings.

Click on the portal management icon.

B! Aware

Awareness programmes

No active programmes Be aware!

Comnleted awaranass Awareness nraArammeas ara meant o raise AWAraness CANCernina saciirity

The Portal manager menu will be displayed.

Select the portal that you wish to use LDAP on.
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Portal Manager

% *SecureAware

& New portal
m Delete a portal

iﬁ Reload basic content from language files

If you only have one, it will be called SecureAware as default.

% Portal general settings

% Portal security and LDAP settings
% Reset Super User password

% Portal Date Format

% Mail Server Settings

% Transfer module content

Click Portal security and LDAP settings, and click the “Security mode” pencil.

Portal security and LDAP settings
Security mode  # protected (Anonymous and Internal)

You will now see your choices for which kind of users you will allow in SecureAware. You have to

select either of the two last options:
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Portal security and LDAP settings
Secunity mode @ protected (Anonymous and Internal)

© Public (Anonymous,Identity, Internal)

@ private (Internal users only)

0 Mixed Protected {Anonymous,Internal and LDAP)
© Mixed Private {Internal and LDAP)

Lox IS ]

Unknown: Users who are not logged on to SecureAware. As a default setting, these users will only

have access to the system's Education material.

Internal: Users who have been set up directly within SecureAware.

Identified: Users can log on to SecureAware using a user name and password of their choice which

will be registered and logged by SecureAware together with the user's preferences.

LDAP: Users can be imported from an AD and be assigned user roles which match the profile

defined.

Click OK and fill out the rest of the fields:

Portal security and LDAP settings
Security mode  # Mixed Private (Internal and LDAP)

# \dap://localhost

AD Server

AD Domain  # domain.local

NT Domain  # DOMAIN
Use SSL encryption # No

Remove target group on login & Yes

Remo

roles on login  # Yes
AD email field # mail

Active directory login when using IIS

AD username or ID #
AD password # =ekeeesres

Check LDAP connnection

User Name | |

Password | |

Check LDAP connnection
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The following should be set for communication to the server:

*AD Server The servers URL.
Idap://[[ad-servernavn]

*AD Domaene The name of the domain server
[ad-domanenavn]

*NT Domaene The name of the domain (NT/Windows 2000(3)
domain

[nt-domaenenavn]

You will have to use the NT domain name if
users are not registered with their names, but
with their IDs.

Use SSL Encryption To use SSL encryption, select “Yes”. When using
SecureAware over the Internet, or other
unsecured communication, SSL encryption is
recommended

Remove target groups and roles at login To make sure that a users access roles and
target groups are fully controlled by his AD
groups it is recommended to select “Yes” here.
This will ensure that a user cannot be granted
roles and target groups that the AD group does
not allow.

AD email field SecureAware needs to be able to find the users’
e-mail addresses. So you will have to make sure
that the field where the e-mail addresses are
registered in in AD is called the same as in this
field (usually “mail”).

*Active Dlrectory login when using 11S Username / ID and password for an AD user. This
should be an administration user who does not
change password.

SecureAware will use this to make AD lookups if
you use lIS.

Check the LDAP connection Check if the LDAP connection has been set up
correctly by typing a domain name/user name
(first the domain name, (then semicolon); then
user name) and a password for a user in AD.
Then click on Check the LDAP connection.

*Please note : If you have more thatn one AD domain, you will have to type the information of all of
these in the fields AD server, AD domain and NT domain separated by ; (semicolon). You have to type
the information in the same order in all three fields. Furthermore, the user in “Active Directory login

when using IIS” has to be the same in all domains.
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Internet Information Server

Installing the redirector

The redirector is an IIS filter API application, that proxy all requests from the 1IS web server to the

Tomcat web server.

Setting up the redirector in IIS

Now we need to configure IIS to host the web site and
the redirector filter.

Start the Microsoft IIS manager application and create
or select the web site which will be the SecureAware

web site.

In the web site you must create a new virtual directory
called “jakarta” that points to the folder

C:\Program Files\Neupart\SecureAwareliis

A virtual directory can be created as a new task in the
action menu or by right clicking the mouse on the web

site.

Yirtual Directory Creation Wizard x|

Virtual Directory Alias
Specity a short name. o alias, for this vitual directany.

Type the alias you want to use to gain acoess to this Wb vitual diectory. Lss the
same naming conventions that you would for naming a directory

Alias
Iiakalld
< Back I Mext s I Cancel
virtual Directory Creation Wizard x|

‘Web Site Content Directory
Where is the content you want to publish on the Web site?

Enter the path to the directory that cantains the content for this 'Web site.

Path:

C:A\Program Files [x86\eupart\Secuetware s Browse...

<Back  [Hais ] Cancel |

¥irtual Directory Creation Wizard

Virtual Directory Access Permissions
Set the access permizsions far this virtual directon.

Allow the following permissions:

¥ Read
[~ RAun scripts (such as ASP)

¥ Execute [such as 154P1 applications or CGI}
™ Wiite
I Browse

To complete the wizard. click Neat .

< Back I Next > I Cancel
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When setting the Virtual directory Access permissions, please be sure that you allow execution if

ISAPI applications (the redirector is an ISAPI application)

In the web sites properties you now need to add the redirector as an IIS API filter.
Locate the filter tab and add the new filter with the name “jakarta” and the path to the redirector

DLL file: C:\Program Files\Neupart\SecureAwareljis\isapi_redirect.dll

Note that the status and the Priority will be updated when 20

Documents I Dirgckory Security | HTTP Headers | Custam Errors |
H I5APT Filkers
the lIS web site have been restarted and you used the web A e || o prectary
The following filters are active only for this Web site and executed in the order
H . . listed below. This list does not show filbers configured For all the Web sites on this
site for the first time.
Skatus | Filker Mame ‘ Pricrik: | Add...
jakarta High
Remove
ndd,/Edit Filter Properties I x|
Filter name:
Executable: I CiiPragram Files (xB6)\NeupartiSecuredm.
[ Details —
Filter Mar  Priority: High EBrowse. .
Status:
Executable o | conel_| e |
Priority: T
oK e I A

Onan IS version 6 you must also enable the Web Service extension “All unknown ISAPI Extensions”

¥3 Ele  acion vew Window Help
= | EEBR2E(Z]r =0
[ Treemet nFormation Services [ RE—,

- TEST2003-64 {local compul
=) Application Pools

Select an item to view its description. /| web Service Extension | Status

B Defaltaperod “F #ll Unknown CGI Extensions Profibited
g Drstall Applicy @ Al Unknown [54PT Extensians Alowed

& ‘E|J gbgsel::zk Weh Site Active Server Pages Prohibited

& seberta [%] 1nternet Data Connecter Prohibited

) ‘Web Service Extensior Server Side Includes Prohibited

[%] wehnav Prohibited

This is a global setting in the 1IS manager application, under “Web service Extensions”.
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Restarting IIS web site
To enable your changes you must restart the web site that you configured for SecureAware. This can

be done in the IIS manager by selecting the website and then use the Stop and Start buttons.

Test the redirection

Now you are able to point a web browser to the web

site you created in IIS and it should show the content
redirected from the Tomcat web server.

Angiv brugeridentifikation og
adgangskode for at 5 adgang til

systemet.

If the site is not working, you might need to restart e
Adgangskode [ |

the IIS web service or the serverfor IIS to enable

your changes. Remember that redirections only

works if the Tomcat web server (the SecureAware

Service) is started before the IIS web site hosting the SecureAware application.

If you get an access denied message, you need to ensure that the service configured in your IIS web
server is allowed read and execute access to the SecureAware IIS folder you created.

Please ensure that the redirection works before continuing with setting up single sign on.

Single sign on

Before setting up single sign on, please setup SecureAware to use Active Directory for user
validation, and configure the IIS user in the SecureAware portal management.

If you want the IIS web site to operate in a Single Sign On solution, you now need to remove
Anonymous access to the web site. This is done in the web site properties, under the Directory
Security tab. Select Edit the Anonymous access and authentication control, and disable anonymous

access.
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I Internet Information Services (I15) Manager 3

":! File  Action Wiew Window Help
e = |Bm| X BlEm |2 »mu

"4 Internet Infarmation Services | Name | Path | Skatus
8 TEsT2003-64 ocal compul | 5 jakarta
El-_J Application Pools 2] isstart htm
i =gl DefaultappPool

H -+ Default Applice .
£ e 2
- 2 Defaul Weh Site

el jekerta WebSte | Performance | ISAPIFikers | HomeDiectory |
'] Web Service Extensior Documents Directary Security | HTTR Headers | Custom Errors

C:\Program Files (x86)\Meupart|Sec. ..

=] pagerror.gif

Authentication and access control

Enable anonwmous sccess and edit the

authentication methods For this resource. Ed...
Authes ion Methods |

1 Enable snonymous access ——————————————

Use the Fallowing Windows user account For anonymous access:

User name: IUSR_TESTZO03-54 Browse.,
Password: SRTSEETERT

[~ Authenticated access
Far the fallowing authentication methods, user name and password
are required when:

- anonymous access is disabled, or

- access is restricted using MTFS access cantrol lists

I Intearated Windows authentication;

™ Digest authentication for Windows domain servers
™ Basic authentication (password is sent in clear text) Help
—— | [T NET Passport suthentication

el =T T

Only the option “Integrated Windows authentication” should be selected. Remember to restart the

web site to enable the changes.
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Microsoft SQL Server 7, 2000 or 2005

The SecureAware standard installation contains all files that are required to operate the application

on the Microsoft database, even the JDBC driver.

Database installation
Ensure that the database is installed and working, and if the SecureAware server and the SQL Server
are not located on the same server, do ensure that the connection port (default 1433) is not blocked

by firewalls.

Create a database

Create a new database called “SecureAware”  ppm .
%% Microsoft SQL Server Management Studio

in your SQL server. Tables and content will be Fle Edt ‘ew Tools ‘indow Communty —Help

. . Snewouery | [y 0705 G 0 5 A @ B E B REF,
created by SecureAware on installation and I . =
o : S Summary
> | @ g [3 !
upgrades. Connect - 2: = 1 @ A& i
= Ld BMASUS (SQL Setver 9.0,2047 - BMASUS|Bo Nﬁrg‘
Ef= '
Bl . | Databases
. 3 Daty  prrach... BMASUS\Databases
On Microsoft SQL server 2005 you start the U R ro berabase,
. . . l-J Rn.ap Restore Files and Filegroups. ..
SQL server management studio application, = (3 Sewurity Name
=2l I:’?gi Refresh [ System Databases
w  EEOSIT=sTOSPRIFET — . .

right click the databases item in the object

explorer tree view, then select the option “New Database...”

. E New Database E]E]
In the new database dialog, enter soksian = sei - [ et
2 Options
“SecureAware” as the database name, and L Fizgougs Databass e [secureimare |
Quaner: ‘(defau\l) | E
change the Initial size of the data file to 10MB L] Use bt indesira
Database files:
which will fit the initial installation. . Logiellame _ Fie Type | Flecroup It Size MB) _ Autogrouh
Secursbware  Data PRIMARY i1 . By 1 MB, unresticted growth

Securehwar..  Log Mat Applicable g By 10 percent, unresticted growth

Server:
BMASLS

Connection:
BMASLIS \Bo Nergaard

3 View connection propeties

=

Ready
Add
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Create a user for SecureAware

For the SecureAware database connection we need a database user account. In this sample we use a
user called “secureaware” with the password “secureaware” (which is not recommended for
production systems). The database user should have database owner rights during installations and

upgrades, but only needs select, update and delete rights during normal operation.

In MS SQL 2005 the user is also created in the

E Login - New
management studio application. In the e 5 et - [ Hee

“ Server Rales

. . . . . E‘ User Mapping Login name: SECUNEaWane ‘

security folder you right click the login item & Sevuables

2 Status O Wwindows authentication

. () S0L Server authentication
and select to create a new login. e s ‘
Coanfim password: [snsesssssns ‘
. . Enforce paszword palicy

In the new login dialog you enter [ Erloce pasoward epiaon

“secureaware” as the login name. The new

Cetiicats name: [ |

user should then be configured to use SQL =

Key name [ |
Server

server authentication, which lets you enter s [ -
T Nargaard Default language [ <aofaul> v
“secureaware” as password. You need to 2 iew conecion soperizs

disable the password expiration feature or =

Ready

this will require regular configuration

changes. You can set the default database to

be the SecureAware database.

E Login - New
‘enera‘ X Seipt ~ [ Help
4 Server Rales
Then you map the user to the SecureAware % beer g A
;: gfctwab'es Map  Database User Default Schema
database, and when mapped you add the - B
O msdb
role db_owner which ensures that the login O RepotSer
— ]  FepotServerTempDE
. o B S =
user is able to create and maintain the data B tenpct
model (create and alter table rights).

Database role membership for: Securetware

m [] db_accessadmin
Server [ db_backupoperator
BMASUS [] db_datareader

dh_datawriter
Connectian: L b
ENASUS'Bo Nargaard [ db_ddiadmin

[] db_denpdatareader
2 View connection properties [ db_denydatawriter

VI
= o e

Ready
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As we set the login to use the SQL server authentication, we need to ensure that the database was

installed to allow this authentication method.

Be aware that a default installed Microsoft
SQL server only enables Windows integrated
security, so you have to manually select to
enable the SQL authentication mode during

installation.

In SQL server 2005 you can change this from
within the management studio application,
by selecting server properties on the

database.

In the Security area you can select to enable

F Server Properties - BMASUS

Sele
4 General

6 Seript ~ [ Help

i=E3

5 Memony
& Processars
= -
2 Connections

12 Database Settings
 Advanced

2 Permizsions

(

Server.
BNASUS

Connectian:
BNASUIS4Bo Nargaard

3 View connetion properties

Ready

Server authentication

ENiCaton moge:

(@ S0OL Server and Windows Authentication mode

T——
Login auditing

(O More

(@) Failed logins only

O Suceessful logins only

() Both Failed and successiul logins
Server proxy account

[] Enable server proxy acoount

Options

[[] Enable C2 audt tracing

[[] Cross database awnership chaining

both SQL server and Windows authentication mode.

As the SecureAware application uses a JDBC driver that is based on creating a database connection

using TCP, we need to ensure that the SQL server enables this. In SQL 2005 the connection settings

are controlled in the SQL server configuration manager application, which can be found in the start

menu.

A standard installed SQL server 2005 does not enable

method. And when you enable the TCP connection you

can also configure which port is used (default 1433).

Hizlp

O FNE @

5 5QL Server Configuration Manager

Filer Handling ¥is

TCP connections, only the shared memory connection &

5Q
=-H. 5ol

- & 50

({8 5QL Server Configuration Manager {Local)
L Server 2005 Servicss

Pratocol Name

| status [

4 Shared Memory
=TT

FTCRP

L Server 2005 Metwork Configuration

L

Client Prokacols
HAliases

Enabled

Enabled

Remember that after making changes with the SQL server configuration manager, you need to

restart the SQL server service to activate your changes.
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SecureAware configuration changes

Stop the SecureAware service before making any changes to the configuration files.

To change the database used you must edit the “cateline.properties” file in the conf folder with a
standard text editor like notepad. The first section is the configuration of the in memory database

HSQLDB, and should be disabled by placing a # character in front of all the lines.

Section two is the MS SQL server settings and should all be enabled by removing the # character that

is in front of all the lines.

Correct the user name in “hibernate.connection.username” and the password in
“hibernate.connection.password” to the one created on the SQL server. The connection URL should

be changed to match your settings,

hibernate.connection.url jdbc:jtds:sqlserver://localhost:1433/secureaware;tds=_8.0;lastupdatecount=true

The “localhost” is the name of the server running MS SQL, 1433 is the port, and SecureAware is the
catalog (database) name. The last parameters are needed by the driver to optimize the

communication.

In SecureAware versions above 3.0.4 the configuration was extended to include two database
connections (see separate document for upgrade instructions), one for the normal SecureAware
data, and one for the document database. You can make both points to the same database if you

don’t need to store the large binary document objects in a separate place.
If you make two separate databases, you could optimize the SecureAware database for the random

access and update of small texts using joins and advanced content filtering. The Document database

could be optimized for storing simple tables containing large binary objects.
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Here is the configuration that would work with the setup we described here, on a SQL server

installed on the same machine as SecureAware and both connections pointing at the same database.

## MS SQL Server

hibernate.dialect org.hibernate.dialect.SQLServerDialect
hibernate.connection.driver class net.sourceforge.jtds.jdbc.Driver
hibernate.connection.username secureaware
hibernate.connection.password secureaware
hibernate.default_schema dbo

hibernate.default_catalog secureaware

hibernate.connection.url jdbc:jtds:sqlserver://localhost:1433/secureaware;tds=_8.0;lastupdatecount=true

document.dialect org.hibernate.dialect.SQLServerDialect
document.connection.driver_class net.sourceforge.jtds.jdbc.Driver
document.connection.username secureaware
document.connection.password secureaware
document.default_schema dbo

document.default_catalog secureaware

document.connection.url jdbc:jtds:sqlserver://localhost:1433/secureaware;tds
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Installation and upgrade on a Linux server

In order to be able to run

SecureAware, Java SDK should be

) installed The following tutorial shows

Please antar the Administator (ioa) passward to

R T . ' ' '
@) o S s information about installation
B e procedure of java 1.6.0 SDK in
B e OpenSUSE (32 bit).

,";Tf Folders

Q] 116 Media 87 GB avalablel
Y2 home

A ho

Click on the chameleon (like start in

o[ = i..L;l windows) from the computer tab

Eavurites ey

. icon choose the administrator
User neupart on i life openSUSE

administrator password and click OK.

a

 configuration  YaST. Type the

After login as administrator, click on software management which is one of the Software tab
options. Use the search function to find the package you want by writing “java” and clicking the
search button. In the list to your right “java-1.6.0-sun-devel”” will appear. If it is unchecked then click
on it then click on the check button below. If the pop-up screen reads: “All package dependencies
are OK” you can click OK. After that click accept to install the java-1.6.0 package. You may need the
installation CD/DVD to do this.

When this is done you can start installing SecureAware. On other Linux distributions you need to find

the correct package or download it from java.sun.com

If you already have a version of java, please uninstall it before installing the new one.
46



SecureAware’

& YasT2@linuxsuse102 l=la) %/

Gile  Package Extias  Help

| | Package | summany [=]
=

Filter: | Search |~]
[ iakarta-commonslauncher A Cross-Platform Java Application Launcher
Search: 0 jamai Jamal s a java based notetaking/sketching appilcation
[rva [~] 4 javal 4 2-gcjcompat  JPackage Runtime Scripts for GCJ
WA javal_d_2sun Java(TM) 2 Runtime Envitonment
| search | [ o ALSA support for java-1.4.2:sun
3 java- el Java(TM) 2 SOK, Standard Edition =
Seach in [ jawa1_4_zsunigbc  JOBC/ODBC bridge driver for java-1 4 2-5un
(% Name [ javal_2_2sunplugin  Browser plugin files far java-.4. 2:sun
(8 Summary il 15 0sun Java(TI & Runtime Environment |
E ot for java1 5 0. |

[} Oy
SDK, Standard Edition

bridge driver for java-1_5_0.sun

[_| RPM "Brovides"
] RPM "Reguires" - gin files for java1_5_O-sun
ek i) API
ions and samples for javamail [«
Search Mode: nE I-javad Javadoc for javamail I~
= | e ‘ ki)
[] Case Sensitive Dascription | Technical Data | Dependenciss | Vewions | File List | ChangeLog |
java-1_4_2-sun-devel - JavaiTh) 2 SOK, Standard Edition
The Java2 SDK s 3 for building applets, and
using the Java programming language.
Name | Disk Usage |7 ,Ji‘ff‘,,,fﬁ,uf"ﬂi The Java 2 SDK includes tools useful for develaping and testing programs written in the Java
’ [N J47% 29GB 33GB 652GB programming language and mnning on the Java plitform. Thess toals are designed to be used fam
Mhame [——] 1% 1572 MB 87 GB 8.8GB the command line. Except for the appletviewsr, these tools do not provide @ graphical user interface.
| check | [ ] Autocheck | cancer || 5Tf\;p1 |

Installing SecureAware

First you need to download the SecureAware Linux version to your computer. Please note that the
installation package is RMP file type which has the extension .rmp. RPM is a Red Hat package

manager to manage software but could easily use by other Linux distributed system too.

After downloading there are two ways to install SecureAware on the system. The first one is through

Terminal by using the RPM tool as following:

g neuparti@in-life:~ - Shell - Konsole

Session Edit “iew Bookmarks Settings Help

neupartPln-1ife:™> sudo -s

root's password:

ln-1life:/home/neupart # cd Desktop

ln-life:/home/neupart/Desktop # rmp -i secureaware-3.2.3-1.i556.rpmf]

Open the terminal and go to the directory where you put your installation file. In this case we have
the installation package on the Desktop. In order to be able to install software on the system you
should have administrator ability. Therefore you should write this in the terminal: sudo -s. after
writing the administrator password the symbol is going to change to # next to your host name. If this
is the first time you install the SecureAware you have to write: rpm -i full name of SecureAware. If
you already have an older version of SecureAware installed and you want to update to the newest
version you write: rpm —u full name of SecureAware. In case you have an old version you want to
remove from the system or just uninstall you should write this in the terminal: rpm -e full name of

SecureAware.

The SecureAware RPM unpack the files to: /opt/secureaware and return when the files are unpacked.
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The other way to install the SecureAware is
through the graphical client. You can right click

— on the SecureAware package you downloaded

SRR and select to install it with the “install

Bename F2

Mowe to Trash Delete

software”. The files are going to be unpacked

Open With '\!'g.. Install Software

Actions

the same way as with the RPM tool and return

Compress

Capy To B when it is finished.
Move To

Properties

Before the SecureAware is able to start, the JAVA_HOME environment variable must point to the
SDK version of Java 1.6.0 or higher. This can either be done globally or by editing the setenv.sh file

which is located in the SecureAware bin folder.

On a OpenSUSE Linux distributed system you can edit the file /opt/secureaware/bin/setenv.sh and

set the environment variable to: JAVA_HOME=/usr/lib/jvm/java-1.6.0

The editing process can be made through the terminal or an editor. If you use an editor you should
remember to open the editor as system administrator by writing: sudo editor-name then opens the
setenv.sh from the opened editor. In case you are using the terminal you should first go to the
specific directory which is [opt/secureaware/bin/ and write: nano setenv.sh or vi setenv.sh then edit

the file there and save the changes.
If you try to start SecureAware and the environment variable does not exist or it points to JRE

version of java, the application will put an error message on the screen explaining that the

environment variable needs to point to an SDK version of Java.
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Starting SecureAware

The folder /opt/secureaware/bin contains the following scripts:

Startup.sh which starts the SecureAware daemon and returns.

Shutdown.sh  which stops the SecureAware demon and returns.

These files can be included in the Linux boot and shutdown sequence so that the SecureAware
application will start and stop automatically with the Linux Distributed system. But if you want to
start and stop the SecureAware manually, open the terminal and change to administrator by writing
sudo -s and go to the /opt/secureaware/bin path then write ./startup to run the daemon and

./shutdown to stop the daemon.

Locating the Database
In a SecureAware Linux installation the database files are located at:

[opt/secureaware/database

When you want to create a backup of the database you need to stop the SecureAware service first. It

is a good idea to include the backup in a script which is called regularly.
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SecureAware Support

This guide explains how to send the SecureAware database to the Neupart support team. If the
problem is solved with direct database changes, then this guide can also be used to restore the

database to your system, simply by copying the files from the mail to the database folder.

Note: Remember always to make a backup of your old database, before you overwrite it.

Stopping SecureAware

To ensure that all data is flushed to the database, the SecureAware service must be stopped while
the database files are copied. In Windows this is done either with the Windows Service Manager, or
preferably with the SecureAware Manager. Read more about how to stop/start SecureAware

Services in the paragraph ‘Change location of SecureAware database’

On Windows XP the SecureAware manager can be found in the Windows Start menu:

1. Open the “Start” Menu

2. Open “All programs”

3. Select the “SecureAware” folder
4. Select the “Management” folder

5. Select the “SecureAware Manager”

If there are no SecureAware links in the start menu, the manager can be located at:

C:\Program Files\Neupart\SecureAware3\bin\SecureAware3w.exe

Note: The folder “Program Files” could be named differently in localized versions of Windows.

In the SecureAware manager you should then the Service Status in the main tab “General”. The

status of the service must be “Stopped”. If the service status is “Started” you can stop the service

with the button called “Stop”’.
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= SecureAware 3 Server Properties

General !Log cn | Logaing | Java | Startup | Shubdown |

Service Mame: Securefwared

Display name: Securedware 3 Server
Description: Securefware 3 Server - Neupart

Path to execitable:

Startupkype:  |Manual [~

Service Status:  Stopped |

[ OK ] ’ Cancel

After copying the database you can use the manager to restart the SecureAware service.
If you use the Windows Service Manager you should locate the SecureAware service called

“SecureAware3” and ensure that the service is stopped.

Locating the Database

In a standard SecureAware installation the database files to send are located at:

C:\Windows\Database\

Note: The Windows folder is called “Winnt” in some versions of Microsoft Windows.

In Windows XP you can pack the files before sending these to the support team, to pack the files,
select all the files and use the mouse to right-click on of the selected files. In the popup menu select
the “Send to” and “Compressed (Zipped) folder”. A new packed file containing all the selected files
will be created.

Send the zipped or individual files to Neupart support team support@neupart.com, along with a

description of your problem.
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Automatic log off

SecureAware will, as default log a user out if he has not been active for 30 minutes. You can change
this by stopping the SecureAware servie and locating the file web.xml and changing the session
timeout duration. You will find the file in C:\Program Files\Neupart\SecureAware\conf (take a backup

of the file just in case). Search for the string:
<session-timeout>30</session-timeout>

Now change the "30" to the number of minutes you want to pass before a user is logged out. Save,

close and start the service again.
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SecureAware logging capabilities

SecureAware’s various logging capabilities allow you to easily track and document any editing
carried out within the Policy module. These programme’s logging functions also let you document
any errors that occur anywhere across the entire system. To enable this, logging capabilities have
been fully integrated into the Policy module (refer to the the Policy manual) and are linked with all of

the System Administrator’s administrative functions.

In addition, several of SecureAware’s modules record information linking data to specific users,

though here, tracking and documentation of the general system data is not recorded in a specific

log.

Error log

This report contains technical information covering all errors registered from across the system.

13:46:57 NullPointerexception

Ma information available

Clzzs name L Mi=thod name

modulies pollcy rukssmanager FolicySulesiianaperidoduis 353 selectSecur®yObjectOpfion
modules pallcy ubssmanager FolicyFulesianageridoduie 838 s=curiiyonjeciFane

modules pallcy rubssmanager FolicyRulesianageridod e 71 showEdHRow

moduies pollcy sulsManager FolicySulssianagerioduie 132 lcacPage

servists base ModulsFacoryBase 226 harnderogue

!\ﬁﬂchmsntii Pagsa\IE Boo

SecureAware Error log.

To access these logs you must be logged in as a System Administrator (SA). To view, click on the Log

-
Files = icon at the top right of the screen. These logs can be particularly useful in a wide range of

support situations.
Logging in general

If you use Microsoft Internet Information Server with your SecureAware installation, you can use this

to track how users use the system.
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SecureAware has not been designed to deal with the specific logging of personal information of
which authorities may be legally obliged to provide a record. As a result, the systems logging

capabilities do not necessarily comply with applicable legislative standards.

If a public authority using SecureAware is, however, legally required to record and log personal user
information Neupart recommends that such information be registered in an ESDH system, or similar.
Such a system should have the requisite logging capabilities and cam make use of SecureAware’s

ability to link to external documentation.
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Contact Information

- Further information is available by contacting Neupart

Europe North America
Neupart A/S United States
Hollandsvej 12 Neupart Inc.

2800 Lyngby 2553 Crescent St
Denmark Ferndale, WA 98248
Tel +45 7025 8030 Tel. 360-820-2545
Fax +45 7025 8031 Fax 360-392-6078
Neupart GmbH

Kaiserwerther Strasse 115
40880 Ratingen/Diisseldorf
Germany:

Tel. +49 (0) 2102/4209-26
Fax +49 (0) 2102/42062
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